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. O01ue mo10KeHus

1.1. IMonutuka banka «CEPBUC PE3EPB» (AO) B oTHOIIEHNH 00pabOTKH MEPCOHATBHBIX TaHHBIX
(manee - IlomuTHka) ompenenseT ey, MPUHIINITB U TTpaBujia 00pabOTKU NEPCOHATBHBIX JaHHBIX B
banke «CEPBUC PE3EPB» (AO) (nanee - bank)

1.2. TlonuTtuka ob6s3aTenbHA IJi1 O3HAKOMIICHUS M HCIOJHEHHUS BCEMM JIMIIAMH, JOMYIIECHHBIMU
Bankom k 00paboTKe nmepcoHaNbHBIX JaHHBIX.

1.3. Tlomutuka pa3paboTaHa ¢ TMEIbI0 OOECIEUYEeHHs] 3allUThl TpaB W CBOOOJ CyOBEKTOB
MEPCOHAIBHBIX JAHHBIX MPU 00pa0OTKE UX MEPCOHABHBIX JaHHBIX.

Hacrosmas Ilonutuka paspaborana ¢ ydeTtoMm TpeboBanuii DeaepanbHoro 3akoHa Ne 152-03
or 27 wmrona 2006 roma «O mepcoHANBHBIX JaHHBIX» (nmanee — DenepanbHbld 3akoH «O
NIEPCOHATILHBIX JAaHHBIX») U WHBIX HOPMATHBHBIX akTOB Poccuiickoit deneparyu, peryaupyronmx
OTHONICHHUSI, CBSI3aHHBIE C OOpPabOTKOI MEPCOHANBHBIX JAaHHBIX, 3aKPEIUISIOUIMX TpeOOBaHUSA K
3allUTE NEPCOHAIBHBIX JaHHBIX.

1.4. B nactosmei [lonuTrke NCHOIB3YIOTCS CAEAYIONIUE TOHATUS U 0003HAUCHHUS:
ABTOMATH3MPOBaHHAas 00pa00TKa NMEePCOHAIBbHBIX JAHHBIX - 00pab0TKa MEPCOHAIBHBIX JaHHBIX
C TIOMOIIIBIO CPEICTB BHIYMCIUTEIBHON TEXHUKU;

bank - bank «CEPBUC PE3EPB (AO) BbiaokupoBaHHe nepcOHATbHBIX JaHHBIX - BDEMEHHOE
npekpaiieHne o0padOTKH MEePCOHANBHBIX IAHHBIX (32 MCKIIOUEHUEM CllydaeB, eciu o0paboTka
HeoOxouMa JijIsl YTOUHEHUS IEPCOHANIbHBIX JaHHbIX);

HNudopmaunonnas 6ezonacuocts (Ub) - kommieke Mep, npuHUMaeMbix baHKOM HarpaBJIeHHBIX
Ha oOecriedueHre MHPOPMAIIMOHHOM O€3011aCHOCTH CBEIEHUN OrPaHMYEHHOI'O PACIPOCTPAHEHMUS, B
TOM 4YHCIIe TEpCOHAIbHbIE JaHHBbIe, a TaKXKe CIEUUaIbHBIX MEp M CPEICTB oOOecreueHus
MH(}OPMaLMOHHON 0€30M1aCHOCTH NEPCOHAIbHBIX JaHHbIX;

HNudopmanuonHas cucrema nepcoHanbHbIX AaHHBIX (MCII/IH) - COBOKYITHOCTD COAEPIKAIIUXCS
B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX M O00ECIEUYMBAIOUINX HUX 00pabOTKYy HH(OPMAITMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPE/CTB;

KonpuaeHunaJabHOCTh NMEPCOHANBHBIX JAAHHBIX - 00s3aTEIbHOE IS COONIONICHHS OTIEPaTopoOM
MEPCOHAIBHBIX JaHHBIX WU WHBIM MOJYYUBIIMM JAOCTYII K HUM JIMIIOM TpeOOBaHUE HE PACKPHIBATH
TPETbUM JIMLIAM UM HE PACHpOCTpaHsTh I[EPCOHAIbHBIE JlaHHbIE 0e3 coracusi cyObeKrTa
MEPCOHAIBHBIX JJAHHBIX, €CJIM HHOE HE MPElyCMOTPEHO (eiepaibHbIM 3aKOHOM;

Oneparop nepcoHaJbHBIX JAHHBIX - baHK, CaMOCTOSITENILHO UM COBMECTHO C APYTMMH JIHMIIAMU
OpraHMm3yImui ©u (WIKM) OCYIIECTBIAIOIMNNA 00pabOTKy TNEepCOHANBHBIX JaHHBIX, a TaKXke
ONpeAeNsomuil 1enu 00pabOTKM TNEepCOHANBHBIX JaHHBIX, COCTaB MEPCOHAIbHBIX JIaHHBIX,
noJyiexanx oopadoTke, 1eHCTBU (ONepaluu), COBEpIIacMble ¢ IEPCOHAIBHBIMU JaHHBIMU;
O0e3iMuMBaHNe NEPCOHATbHBIX JAHHBIX - JCHWCTBUS, B pPE3yJbTaTe€ KOTOPHIX CTAHOBUTCS
HEBO3MOXKHBIM 0€3 HCIONb30BaHMs JOMOJIHUTEIBHON MH(POpPMAIIMK ONPEAECTUTh MPUHAICKHOCTD
NEPCOHAIBHBIX JJAaHHBIX KOHKPETHOMY CYOBEKTY NEPCOHAIBHBIX JaHHBIX;

O0padoTka NepcoHATbHBIX JAHHBIX - 000 JelicTBUE (Omepallvs) U COBOKYITHOCTh ACHCTBHIA
(omepauuii) C MEpPCOHANbHBIMU  JIaHHBIMHM, COBEpIIAEMBIX C HCIOJIb30BAaHUEM CPEJACTB
aBTOMaTHU3aluK Wi 6e3 ux ucnonb3oBanusa. OOpaboTKa MepcoOHaIbHBIX JaHHBIX BKIIOYAET B ceos,
B TOM uucie, cOop, 3amuch, CUCTEMATU3AIINIO, HAKOTUICHHE, XpaHeHHE, yTouHeHue (OOHOBJICHHE,
U3MEHEHHE), 3BJICUEHHUE, UCTIOIb30BaHUE, NIepeaayy (pacpocTpaHeHue, PeJoCTaBIeHUe, JOCTYI),
o0e3nuurBaHue, OJIOKUPOBAaHUE, YIAIIEHUE, YHUUTOXEHHUE,;

Iepconanbubie nanubie (IIIH) - mobas uHbOpMAaIKs, OTHOCAIIAACA K MPSIMO WM KOCBEHHO
OTIpeIeIECHHOMY WIH ompezensieMomMy (hU3ndeckoMy JUIy (CyOBbeKTYy MepCOHaIbHBIX TaHHBIX);

IIpenocraBiieHHe MEPCOHAJBHBLIX JAHHBIX - JEHCTBHs, HAIpPaBICHHBIE Ha PACKpPbITHE
MIEPCOHANIBHBIX JTaHHBIX OIPEACIICHHOMY JINILY WM ONPEACIICHHOMY KPYTY JINILL;
PacnpocTpaneHne IepCcOHANbHBIX [JaHHBIX - JIEHCTBMs, HANPABICHHBIE HA PACKPBITHE

MIEPCOHAIIBHBIX TAHHBIX HEOIIPEACIICHHOMY KPYTY JIULL;

Cy0beKT NnepcOHAJBHBIX JAAHHBIX - 3TO (U3NYECKOE JHMIO, KOTOPOE MPSIMO WIM KOCBEHHO
ONPENIETECHO WM ONPENEIIEMO C MOMOIIBIO NMEPCOHAIBHBIX JAaHHBIX M, B OTHOLUIEHWU KOTOPOTO B
COOTBETCTBUHM C 3aKOHOM OCYIIECTBIISIETCS 00paboTKa €ro MepCOHaJIbHBIX JAHHBIX ONEpaTOpOM
MIEPCOHAIIBHBIX JIaHHBIX;



TpancrpannyHasi mepeaaya NepcOHAJbHBIX AAHHBIX - Iepefada MEPCOHAIbHBIX JTaHHBIX Ha
TEPPUTOPUI0O HMHOCTPAHHOTO TOCYJapCcTBAa OpraHy BJIACTU WHOCTPAHHOTO TOCYAapCTBa,
MHOCTPaHHOMY (PU3UYECKOMY JIUIY UM HHOCTPAHHOMY IOPUINYECKOMY JIHILY;

YHUYTOKEHHE NEePCOHAJBHBIX [JaHHBIX - JCHCTBUSA, B pe3yJbTaTe KOTOPBIX CTAHOBUTCA
HEBO3MOKHBIM BOCCTAHOBHUTH COJIEpXKaHHE MEPCOHAJIBHBIX JAaHHBIX B WH(OPMALMOHHOW CUCTEME
MEePCOHANIBHBIX JAHHBIX U (MJIM) B pe3yJibTaTe KOTOPBIX YHUUTOXKAIOTCS MaTepHaIbHbIe HOCUTENIU
MEPCOHAIBHBIX JaHHBIX.

Yno1HOMOYeHHBIH OPraH Mo 3aluTe NPaB cCy0beKTOB MEePCOHATBHBIX JaHHBbIX - DenepaibHast
ciyx0a 1o Hag30py B cepe CBsA3H, HHOOPMALIMOHHBIX TEXHOJIIOTUN U MAaCCOBBIX KOMMYHHUKAITHI.

I1. Henu, npaBoBbIe OCHOBAHHUS M MPUHUIMIBI COOPa U 00PA0OTKH MEPCOHATBHBIX TAHHBIX
2.1. llenu 06pabOTKH MEPCOHATBHBIX JTAHHBIX

2.1.1. OcymecTBieHHe BO3JOKCHHBIX Ha baHk 3akoHomarenbcTBOM Poccuiickoit ®Deneparmn,
HOpMaTHBHBIMH akTamMu banka Poccuu, a Taxke YcraBoM M BHYTPEHHUMH JOKyMeHTaMu banka
GyHKIUH;

2.1.2. Opranuzanus ydeta paOoTHUKOB baHka juisi oOecriedeHus: coOJIOICHMS 3aKOHOAATEIIbCTBA
Poccuiickoit @enepanuu, a Takke Y CTaBa U BHYTPEHHUX JOKYMEHTOB baHKa.

2.2. bank ocymiecTBiseT 00pabOTKy NEepCOHANBHBIX JAHHBIX BO HCIOJIHEHHE CJEAYIOIINX
denepanbHBIX 3aKOHOB M MHBIX ITPABOBBIX AKTOB:

o ®denepanbHOro 3akoHa «O 6aHKax U GAHKOBCKOM JesATEIbHOCTH,

. ®enepalibHOTO 3aK0HA «O KPEIUTHBIX UCTOPUSXY,

. @®enepasibHOro 3akoHa «O MPOTUBOAECUCTBUM JIeTalu3alud (OTMBIBAHUIO) J0XOJIOB,
MOJTYYCHHBIX TPECTYITHBIM ITyTeM, H (PUHAHCHUPOBAHUIO TEPPOPU3IMAN,

o ®enepanbHOro 3akoHa «O BaIIOTHOM PETYJIMPOBAHUM U BaJIIOTHOM KOHTPOJIEY,

o ®denepanbHOro 3akoHa «O phIHKE LIEHHBIX Oymar»,

o ®denepanbHOro 3akoHa «O HECOCTOSATENBHOCTH (OaHKPOTCTBE)»,

o ®denepanbHOoro 3akoHa «O0 MHAWBUAYAIBHOM (MEPCOHU(PHUIMPOBAHHOM) yueTe B CHCTEME

0053aTeIbHOT0 IEHCHOHHOTO CTPAXOBaHU,

e OenepanbHoro 3akoHa «OO0 HMHIUBUAYAIBHOM (IEPCOHU(DUIUMPOBAHHOM) Yy4eTe B CHCTEME
00513aTeIbHOT0 IEHCUOHHOT'O CTPaXOBAHUS»,

o @enepanpHoro 3akoHa «O cTpaxoBaHMHM BKJIAMOB (GU3MYECKUX Jnil B OaHkax Poccuiickoit
Denepanuny,

o OenepanbHbli  3akOH «OO0 OCOOCHHOCTAX OCYILECTBIEHHS (DMHAHCOBBIX oOlepauuil ¢
WHOCTPaHHBIMU TpakJaHaMM W IOPUIUYECKMMM JIMIIAMH, O BHECEHMHM H3MeHeHuil B Koxekc
Poccuiickoit @eaepanuu 06 agMUHUCTPATUBHBIX MPAaBOHAPYIICHUAX W MPU3HAHUM YTPAaTUBLINMU
CUJLy OTZAEIIBHBIX IOJI0KEHUH 3aKOHOAATENbHBIX akTOB Poccuiickon denepanun»,

e Tpynooro koaekca Poccuiickoin denepanmu,

e Hanorosoro koxaekca Poccutickon @enepanuu,

e Tlocranosnenus IlpaBurensctBa Poccuiickoit @enepanuu ot 1 HosOpa 2012 1. Ne 1119 «O0
YTBEP)KJEHUM TpeOOBaHUI K 3alllUTe MEpPCOHAJbHBIX JaHHBIX MNpH HX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHAIbHBIX TAHHBIX,

e Jlonoxenuss banka Poccun «O mopsake BeAaeHMs] ydyeTa UM NIpecTaBieHUs HHopmauuu o6
adGUIMPOBaHHBIX JHMIIAX KPEAUTHBIX OpraHU3aLuiiy,

e Jlonoxenuss banka Poccum «O0 wuneHTH(UKALMKA KPEOTUTHBIMU OpraHU3alUsSMU KIHMEHTOB,
IpeJcCTaBUTeNIel KJIMEHTa, BbIrojonpuoOperateniel U OeHe(UIUMApHBIX BIAJENbIEB B LEJAX
NPOTUBOACUCTBUS JIeraqu3alii (OTMBIBAHHMIO) JOXOJOB, IOJYYEHHBIX MPECTYMHBIM IyTeM, H
(MHAHCUPOBAHUIO TEPPOPU3IMAY,

e [Ipukaza ®CTOK Poccun ot 18 ¢eppans 2013 1. Ne 21 «OO6 yTBepKAEHHM cCOCTaBa MU
COJIepKAaHUS OPraHM3allMOHHBIX M TEXHMYECKMX Mep IO obecrneueHuro 0e30MacHOCTH
NEPCOHAIBHBIX JAaHHBIX NpU UX 00paboTke B HMHMOPMAIIMOHHBIX CHCTEMAax IEPCOHAIbHBIX
JAHHBIX»,



e [Ipukaz ®Cb Poccunm ot 10 mrons 2014 r. Ne378 «OO0 yTBEp)KICHHH COCTaBa M COJCPIKAHHS
OpPTraHU3alMOHHBIX M TEXHMYECKHX Mep MO 00ecledyeHUI0 Oe30MacHOCTH MEePCOHAIBHBIX JIaHHBIX
npu ux o0paboTke B HMH(OPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JAHHBIX C HCIHOJIb30BAHHUEM
CpeAcTB  Kpunrorpaduyeckoil  3ammTbl  MHGOpPMALUU, HEOOXOMUMBIX JJIsl  BBINOJIHEHMS
ycraHoBleHHbIX [IpaButensctBoM Poccuiickoit @enepanuu TpeOOBaHUH K 3alIUTE MEPCOHATIBHBIX
JAHHBIX JJIS1 KQXKJ0T0 U3 YPOBHEH 3alllUIIEHHOCTIY;

e [Ipuxa3z Pockomuamzopa ot 05 centsiops 2013 1. Ne 996 «OO6 yrBepkaeHun TpeOOBaHHNA H
METOMOB IO OOE3MYMBAHUIO TEPCOHATBHBIX JAHHBIX», WHBIE HOPMATHUBHBIC IPABOBHIE AKThI
Poccuiickoii deaepanyy 1 HOpMaTUBHbIE TOKYMEHThI HCIIOJHUTEIBHBIX OPIaHOB I'OCYAAPCTBEHHOM
BJIACTH,

e VYcraB baHka U WHbBIE BHYTPEHHUE IOKYMEHTHI baHka,

e JIOrOBOpBI, 3aKJIl04aeMble MeKIy baHKOM M cyObeKkTaMH NEepCOHAIbHBIX JAHHBIX M (WJIM) UHBIM
JMLIOM, TOPY4YHUBIIUM baHky 00paboTKy nepcoHalbHBIX JaHHbIX,

e cornacue Ha OOpabOTKY MEPCOHANBHBIX NAaHHBIX (B CIydyasX, MPsIMO HE MPeIyCMOTPEHHBIX
3akoHoarenbcTBOM Poccuiickoit deneparuu, HO COOTBETCTBYIOLIUX MOJHOMOUYUAM banka).

2.3. ITpunHIunel 06padoTkn baHkOM NEepCOHATBHBIX TaHHBIX:

2.3.1. 3aKOHHOCTh TIeJIeH W CIOCOOOB OOpaOOTKM TEPCOHANBHBIX JaHHBIX. (OO0paboTka
NEPCOHANBHBIX JIAHHBIX OTPAHUYMBAETCS IOCTH)KEHHUEM KOHKPETHBIX, 3apaHee ONpEeAETICHHBIX U
3aKOHHBIX LIEJIEH.

2.3.2. TOYHOCTb IEPCOHAIBHBIX JaHHBIX, UX JIOCTaTOYHOCTb, @ B HEOOXOJUMBIX CIydasx H
aKTyaJIbHOCTh 110 OTHOLIEHUIO K LEeIsIM 00pabOTKM INEepCOHalIbHBIX AAHHBIX. baHK NpuHUMaeT
HE00X0/uMble Mephl JINO0 00ecreunBaeT UX MPUHATUE IO YAAICHUIO WM YTOYHEHUIO HEMOJHBIX
WIM HETOYHBIX JaHHBIX. OOpaboTKe MoaIexaT TOJIbKO [IEPCOHANIbHBIE JaHHBIE, KOTOPbIE OTBEYAIOT
nensiM ux obpabotku. CopepkaHue U o0beM 00padaThIBA€MbIX NEPCOHAIBHBIX JAHHBIX JOJDKHBI
COOTBETCTBOBATH 3asBJICHHBIM LM 00paboTku. OOpabaThiBaeMble NEPCOHANBHBIC JaHHBIC HE
JIOJKHBI OBITh U30BITOUHBIMU IO OTHOILLIEHUIO K 3asBJICHHBIM LIEJIAM UX 00pabOTKH.

2.3.3. obecrieyeHre XpaHEHHUsI MEPCOHANBHBIX JAaHHBIX BaHKOM B COOTBETCTBHUU C TPEeOOBAHUSMU
3akoHojarenbcTBa Poccuiickoit  ®epepaumu. baHk ocymecTBiser XpaHeHMe B (opwme,
MO3BOJIAIOIIEH ONPEAETUTh CyObEeKTa IEPCOHAIbHBIX IaHHBIX, HE JIOJIBLIE, YEM 3TOT0 TPEOYIOT LIEH
00pabOTKM MEPCOHAIBHBIX JAHHBIX, €CJIM CPOK XPAHEHUS MEPCOHAIbHBIX JAHHBIX HE YCTAHOBJICH
denepanbHBIM  3aKOHOM, JOTOBOPOM, CTOPOHOM KOTOpPOTO, BBIFOJONpUOOpeTaTeseM WU
HNOpPYYHUTENIEM 110 KOTOpPOMY SBISETCS CyOBEKT MEepCOHaJbHBIX JaHHBIX. He pomyckaercs
oObeauHEeHHe 0a3 JaHHBIX, COJEp)KallMX NEepCOHAJbHbIE JaHHble, 00pabOTKa KOTOPBIX
OCYILIECTBIISICTCS B LEJIAX, HECOBMECTHUMBIX MEKIY COOOM.

2.3.4. obecrieyeHre YHUUTOXKEHUS JTUO0 00€3TMUNBAHNI0 00pabaThIBAEMBbIX EPCOHANBHBIX JaHHBIX
O JIOCTHXXEHUHU Lienei oOpaboTKM WM B cllydae YTpaTbl HEOOXOJUMOCTH B JOCTHIKEHUHM 3TUX
LeJIel, €ClI UHOE HE IPEIYCMOTPEHO (PeiepabHbIM 3aKOHOM.

2.3.5. nobpocoBecTHOCTh baHka, Kak omeparopa NepCOHAIBHBIX JAHHBIX, BBINOJHEHHE baHKOM
TpeOoBaHuUll 3akoHOAaTenbcTBa Poccuiickoit denepaniii B OTHOIIEHUH 00paOOTKM MEPCOHATbHBIX
naHHbIX. He nomyckaercss oO0paboTka MepcOHANbHBIX JaHHBIX, HECOBMECTMMas ¢ LeIsMH cOopa
NEPCOHAIBHBIX JaHHbBIX.

2.3.6. 0Ge3omacHOCTh OOpPabOOTKM TMEPCOHAIBHBIX JaHHBIX. baHk oOecrneynBaeT BBIMOJIHEHHUE
MEpONpPUITHH, HANpaBICHHbIX Ha MpeloTBpallleHHe (HelTpanus3aiuio) yrpo3 Oe30MacHOCTH
NEPCOHANBHBIX JaHHBIX, MHUHMMH3ALMIO BO3MOXKHOIO yiiepba, a TakkKe MEpONpHUATHHA 10
BOCCTAHOBJICHHMIO JAHHBIX U pabOThl MHPOPMAIIMOHHBIX CHCTEM MEPCOHAJIBHBIX JaHHBIX B CIyyae
peann3anmu yrpos.

2.4. bank o0pabaTbiBaeT NepCOHAIbHBIE JlaHHble ©€3 TMOoJNydeHUus corjiacus cyObekTa
IIEPCOHAIIBHBIX TaHHBIX B CIIy4asX:
o OCYIICCTBJIICHHUA W BBIIIOJIHCHUA (bYHKHHfI, BO3JIOKEHHBIX Ha baHk 3aKOHOJaTE€JIILCTBOM

Poccuiickoit ®enepanuy, MOJTHOMOYMH U O0S3aHHOCTEH MPEIYCMOTPEHHBIX MEXIYHAPOIHBIM
norosopoM Poccuiickoit denepanny uim 3aK0HOM;
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° ucrionHeHus: baHkoM cyaeOHOro akTa, akTa APYroro opraHa WM JOJDKHOCTHOTO JIHIIA,
MO/JICXKAITNX HCIIOJHEHUI0O B COOTBETCTBHHM C 3aKOHOJATENBCTBOM Poccuiickoit depepanuu 00
HUCIIOJIHUTCIIBHOM HpOI/ISBOI[CTBC )

° UCTIONTHeHUsT BaHKOM J0roBOpa, CTOPOHOW KOTOPOro JMOO BBITOJONPHOOpETATEeNIeM HIIN
MOPYYHUTENIEM TI0 KOTOPOMY SIBJIIETCSI CYOBEKT MEPCOHAIBHBIX JaHHBIX, & TAKXKE ISl 3aKITFOUYCHUS
JIOTOBOpA 10 MHULMATHBE CyOBEKTa NePCOHANBHBIX JaHHBIX WM JOTOBOPA, IO KOTOPOMY CYOBEKT
MIEPCOHAIIBHBIX TAHHBIX OY/IET SBISITHCS BBHITOJOMPHOOPETATENIEM WU TTOPYUUTEIIEM;

L] OCYH_ICCTBJIeHI/ISI BaHKOM 3alllUThl XH3HU, SILOPOBLSI NN HWHBIX XHN3HCHHO BaXXHBIX
MHTEPECOB CYyObEKTa MEePCOHANBHBIX JaHHBIX, €CIIM MOJYYEHUE COTilacusi CyObhEeKTa MepCOHATBHBIX
IaHHBIX HEBO3MOKHO;

L] OCYH_ICCTBJIeHI/ISI HpaB U 3aKOHHBIX I/IHTepeCOB BaHKa NN TpeTBI/IX JINI JII/I6O JJIA
JOCTHKEHUS OOIIECTBEHHO 3HAYMMBIX LIEJIel MPH YCIOBUH, YTO TPU 3TOM HE HapylIaroTCs MpaBa U
CBO0O/IbI CyOBEKTA MEPCOHAIBHBIX JTAHHBIX;

. IPEOCTaBICHUS] CYOBEKTOM MEPCOHATBHBIX JAHHBIX JIMOO MO €ro mpoch0e aocTyma K
IIEPCOHAIIBHBIM JaHHBIM HEOTPAaHUYCHHOMY KPYTY JIML;
. 00pabOTKH MEPCOHANBHBIX JAHHBIX, MOJJIEKAIIUX ONMYOJIMKOBAaHHIO WM 005A3aTeJbHOMY

PACKPLITHIO B COOTBECTCTBUU C q)eﬂepaJ'ILHLIM 3aKOHOM.

III. OcHoBHBIE NpaBa U 0013aHHOCTH BaHKa, 0CHOBHBbIE NpaBa Cy0beKTA(0B) MEPCOHAIBHBIX
JAHHBIX

3.1. CyOBeKT mepcoHaNbHBIX NAaHHBIX MMEET IpaBO Ha MoJiyueHue HHOpMaIuu, Kacarouencs
00paboTKH ero NepCOHABHBIX JAHHBIX, B TOM YHCIIE COJCPIKAIICH:

o noJATBepKIeHue akTa 00pabOTKHU MEPCOHATBHBIX TaHHBIX baHkoM;

. IIPABOBBIE OCHOBAHMS U LI€TH 00pabOTKH EPCOHATbHBIX JIaHHBIX;

. 1EJIN ¥ IPUMEHSIEMBIE OIIEPaTOPOM CIIOCOOBI 00PaOOTKU MEPCOHAIBHBIX TAHHBIX;

o HAaUMEHOBAHME U MECTO HAXOXIECHMsI ONEparopa, CBEACHUS O JIMLAX (32 HCKIIOYEHHEM

pabOTHHKOB omepaTropa), KOTOPble UMEIOT JOCTYIT K NEPCOHATBHBIM JAaHHBIM HJIM KOTOPHIM MOTYT
OBITh PACKPBITHI IIEPCOHATILHBIC JAHHBIC HA OCHOBAHHUH JIOTOBOPA C ONEPATOPOM MJIM Ha OCHOBAaHUH
(deneparbHOrO 3aKOHA;

o oOpabaTreiBaeMble MEPCOHATbHBIC JTaHHBIC, OTHOCAIIUECS K COOTBETCTBYIONIEMY CYOBEKTY
MEPCOHANBHBIX JTaHHBIX, UCTOYHHK HUX TOJIYYCHHs, €CITU WHOW TMOPSAOK MPEACTABICHHUS TaKUX
JTAaHHBIX HE MPETyCMOTpPEH (eiepabHbIM 3aKOHOM;

o CPOKHM 00pabOTKH NMEePCOHABHBIX JaHHBIX, B TOM YHCIIE CPOKU UX XPAaHEHHUS;

o HOPSIOK  OCYILIECTBIICHUS] CYOBEKTOM IEPCOHATIBHBIX JAHHBIX MpPaB, MPEAYCMOTPEHHBIX
HacToAuM DenepanbHbIM 3aKOHOM;

o uHpOpMaLKI0 00 OCYLIECTBICHHON WM O MpearnojaraeMoil TpaHCTpaHUYHOU Iepenade
JTAHHBIX;

o HaVMEHOBAHUE WX (PaMUIINIO, UMsI, OTYECTBO U aAPEC JIUIA, OCYIIECTBIISIOIEro 00paboTKy

NEPCOHAIBHBIX JAHHBIX 110 MOPYUYEHUIO OIepaTopa, eciu o0padoTKa MopyyeHa Wi OyJaeT nopydeHa
TaKOMY JIUILY;

o WHBIE CBEJCHHS, MpeaycMOTpeHHbIe DenepaibHbIM 3aKOHOM «O TIEepCOHANBHBIX JTaHHBIX)
WIN APYrUMHA (eiepaTbHBIMU 3aKOHAMH.

3.2. CyOBeKT nepcoHalbHBIX JJaHHBIX BIIPaBeE:

o TpeboBaTh 0T baHKa YTOYHEHHs €ro TEpPCOHAJBHBIX [AHHBIX, WX OJOKHPOBAaHUS WU
YHAYTOKCHUSI B CIIydae, €CIH TEPCOHAJbHBIC JaHHBIC SBIISIOTCS HEMOJHBIMU, YCTapEBIINMH,
HETOYHBIMH, HE3aKOHHO TOJYYEHHBIMU WJIM HE SBISIOTCS HEOOXOAMMBIMU JJIS 3asiBICHHON ILIEJH
00paboTKH, a TaKXKe MPHHUMATH MPETyCMOTPEHHBIE 3aKOHOM MEPHI IO 3aIUTE CBOUX IIPaB;

o 00aoBaTh ASUCTBUS WU Oe3leiicTBUE oreparopa B YIMOJTHOMOUYEHHBIH OpraH Mo 3aimre
npaB CyOBEKTOB IEPCOHAIBHBIX JAaHHBIX WM B CyJe€OHOM TOpSJKE, €CliM CYMTaer, 4ro baHk
OCYIIECTBIISIET 00pabOTKy €ro MepCOHANBHBIX JaHHBIX C HapylmeHueM TpeboBanuit denepanrbHOTO
3akoHa «O MepcoHaNbHBIX TAHHBIX» UM UHBIM 00pa30M HapyIIaeT ero mpasa u CBOOOIbI;



o 3alIMIaTh CBOM TpaBa M 3aKOHHBIE WHTEPECH, B TOM YHUCIIe TpeOOBaTh BO3MEIICHUS
YOBITKOB | (WJTM) KOMIIEHCAITMA MOPAJILHOTO Bpe/ia B CyIeOHOM TOPSIJIKE.

3.3. O6paboTKa NePCOHATIBHBIX JAaHHBIX B LIEISIX MPOABIKEHHS NMPOIYKTOB M yciIyr banka mytem
OCYILECTBIICHHSI MPSIMBIX KOHTAKTOB C MOTEHIMAIBHBIM ITOTPEOUTEIIEM C IMIOMOIIBIO CPENICTB CBS3H
JIOITYCKAETCs TOJIBKO MPH YCIOBUU MPEIBAPUTEIHLHOTO COTJIACHS CyObEKTa MEePCOHAIBHBIX JaHHBIX,
npu 3ToM baHK JODKEH MMETh BO3MOXKHOCTH JIOKa3aTh MOJYYEHHE ATOro corjacus. B cioydae
COOTBETCTBYIOIIETO TpeOOBaHUS CyOBEKTa MEPCOHANBHBIX ITaHHBIX, BaHK 00s3aH HEMEIICHHO
NPEKPaTHTh UX 00pPa0OTKY B YKa3aHHBIX BBIIIE METISX.

Pemenune, moposkaaromiee IOPUAWYECKHE TOCIEICTBHS B OTHOLICHHM CYOBEKTa IMEPCOHAIBHBIX
JAHHBIX WJIA WHBIM 00pa3oM 3aTparuBaroliee €ro IpaBa M 3aKOHHBIC WHTEPECHI, MOXKET OBITh
NPUHATO HA OCHOBAHUHU HCKJIIOUUTEIBHO aBTOMATH3MPOBAHHOM OOpPabOOTKM €ro IMepcoHaTbHBIX
JAHHBIX TOJILKO NPH HAJMYUU COTJIACUSl B MUCBbMEHHOW (opMe CyOBeKTa MEpCOHAIbHBIX JaHHBIX
WIN B CITy4yasiX, IPEeAYCMOTPEHHBIX (e/iepalbHbIMUA 3aKOHAMH, YCTAHABIUBAIOIINMH TaK)Ke MEPHI 10
o0ecrie4yeHHI0 COOTIOICHUS TPaB M 3aKOHHBIX HHTEPECOB CyOhEKTa NIEPCOHANBHBIX JTaHHBIX.

3.4. bank o0s3aH:

. HE PACKPBIBAaTh TPETHUM JIMIIAM M HE PACHpPOCTPaHSTh IEPCOHANIbHBIE JaHHbIE O€3 coriacus
CyObeKTa epCOHANIBHBIX JaHHBIX, €CJIM MHOE HE NPEAYCMOTPEHO (hefiepaibHbIM 3aKOHOM;
. HEMEJUICHHO NPEKPATHTh 10 TPeOOBaHUIO CYOBEKTa MEPCOHANBHBIX JaHHBIX 00pabOTKY ero

NEPCOHAIbHBIX JJAHHBIX, YKa3aHHYIO B yacTu 1 ctartbu 15 denepanbHoro 3akoHa «O nepcoHaIbHbIX
JTAHHBIX».

o npu cOope MepcoHATBHBIX JaHHBIX MPEIOCTaBUTh CYOBEKTY MEPCOHAIBHBIX JTaHHBIX MO €T0
npock0e WH(GOpMALHIO, TPEAYCMOTPEHHYIO YacThio 7 cratbu 14 ®DepepanpHOro 3akoHa «O
HEPCOHAIBHBIX JaHHBIX);

o €CJIM IIepCOHAJIbHBIE JAHHBIE MTOJIyYEHbl HE OT CyOBEKTa MEPCOHAIBHBIX JaHHBIX, A0 Hayasa
00pabOTKM TaKMX TEPCOHAIBHBIX TaHHBIX TPEIOCTaBUTh CYOBEKTY NEPCOHANBHBIX IaHHBIX
uHpOpMaLKIO, IPEIYCMOTPEHHYI0 YacTbio 3 crathu 18 depepanbHoro 3akoHa «O MepCOHAIBHBIX
JIAHHBIX»;

o npu cOope NEepCOHAIbHBIX JaHHBIX, B TOM YHCJIE IOCPEACTBOM HH()OPMAIIMOHHO-
TEJIEKOMMYHHUKAIIMOHHON ceTu "MHTepHer", obecnednTs 3aluch, CUCTEMATU3ALUIO, HAKOIUJICHUE,
XpaHeHue, yrouHeHue (OOHOBJIEHHWE, U3MEHEHHE), U3BJICUECHUE MEPCOHAJBHBIX JAaHHBIX TpakJaH
Poccuiickoit ®enepanuu ¢ HCHOJIb30BaHWEM 0a3 JaHHBIX, HAXOAIUXCA HAa TEPPUTOPHH
Poccuiickoin d)enepaunnz;

o OpUHUMATh Mepbl, HEOOXOJUMBbIE U JOCTaTOYHbIE JUII OOECIEeUYEeHHs BBIIOIHEHUS
o0s3aHHOCTEH, NpenycMOTpeHHbIX DenepanbHbIM 3aKOHOM «O TEpCOHANBHBIX JaHHBIX» H
HNPUHSITHIMU B COOTBETCTBUM C HUM HOPMAaTUBHBIMU IIPABOBBIMH aKTaMH;

o IPEICTaBUTh JOKYMEHTbl M JIOKQJIbHBIE aKThl, yKa3aHHble B 4actu 1 cratem 18.1.
@®enepanibHOr0 3akoHa «O MEPCOHANBHBIX JIAHHBIX», W (WJIM) HMHBIM OOpa3oM MOATBEPAUTH
IPUHITHE MEP, YKAa3aHHBIX B 4acTU | JaHHOW CTaThM, IO 3allpoCy YINOJIHOMOYEHHOIO OpraHa IIo
3aluTe NpaB CyObEKTOB NEPCOHATBHBIX JAHHbIX.

o IPEJOCTaBUTh O€3BO3ME3THO CYOBEKTY MEPCOHANBHBIX JIAHHBIX HJIM €r0 IMPeJICTABUTENIO
BO3MOXKHOCTh O3HAKOMJIEHHUS! C TEPCOHANBHBIMHU JIAHHBIMH, OTHOCSIIUMHCS K 3TOMY CYOBEKTY
NEPCOHAIBHBIX JaHHBIX. B cpok, He MpeBbIIAIONUN CeMH pabOYMX JHEH cOo JAHS MpeAoCTaBICHUS
CyOBEKTOM IEpPCOHAIBHBIX JITAHHBIX WJIM €r0 MpeJICTABUTENEM CBEACHUH, MOATBEPKAAIONINX, YTO
NEPCOHAIbHBIE JAHHBIE SBJISIOTCS HEMOJHBIMU, HETOUHBIMU WJIM HEAKTyaJIbHBIMU, ONIEpaTOp 00s3aH
BHECTH B HUX HEOOXOIMMbIE U3MEHEHMUS,

o YHUUTOXKUTh NEPCOHANIbHBIE TAHHBIE B CPOK, HE MPEBBIIIAIOMINN CEMH paboYuX JHEHN co THA
MpEJICTaBICHUs] CYOBEKTOM NEPCOHAIBHBIX JaHHBIX WM €ro TpPeJCTaBUTENIeM CBEJIEHUH,
MOJATBEPKTAIOLIUX, YTO TAKUE MEPCOHAIBHBIE JAHHBIE SABIIAIOTCA HE3aKOHHO NOJyYEHHBIMU WIN HE

! 3a nckmoueHnem ClIydaeB, MPEAYCMOTPEHHBIX 4YacThio 4 cratbu 18 DemepanbHOoro 3akoHa «O MepPCOHATBHBIX
JTaHHBIX
2 33 HCKIIOUEHHEM CJIyYaeB, YKa3aHHBIX B MyHKTax 2, 3, 4, 8 wactu 1 crateu 6 denepanbHoro 3akoHa «O MepcoHaIbHBIX
JTaHHBIX
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SIBJISIFOTCSI HEOOXOAMMBIMHU /IS 3asIBJICHHOM 1€ 00paOOTKH, YBEIOMUTh CYOBEKTa MEPCOHATBHBIX
JAHHBIX WJIM €ro MPEJACTaBUTEIS O BHECEHHBIX M3MEHEHUSAX U MPEANPUHATHIX MEpPax U MPHUHATH
pa3yMHbIE MEpBI ISl YBEAOMIICHHS TPEThUX JIMIl, KOTOPBIM ME€PCOHATIbHBIE JaHHBIE 3TOTO CyOBEKTa
OBLIM IIEpPEAHBI;

o COOOILUTH B YIMOJHOMOYEHHBIA OpraH IO 3allUTe MpaB CyObEKTOB MEPCOHATBHBIX JaHHBIX
[0 3alpocy 3TOT0 opraHa HEOOXOAUMYI0 HH(QOpPMAIMI0 B TEYEHUE TPUIUATH AHEW C JaThl
IIOJIyYEHUS TAKOT'O 3a1poca;

o pPa3bsCHUTH CYOBEKTY MEPCOHATIbHBIX JAHHBIX MOPSJIOK MPHUHIATHUS PELICHHUs] HA OCHOBAHHUU
UCKJIIOYUTENIbHO aBTOMATU3UPOBAaHHOW OOpabOTKH €ro NepCOHANbHBIX JAaHHBIX U BO3MOYKHBIE
IOpUJINYECKUE TIOCIEJCTBUS TAaKOTO PEUICHUs, MPEJOCTaBUTh BO3MOXKHOCTH 3asBUTh BO3PAXKEHUE
MIPOTUB TAaKOTO PEUICHHUS], a TAKKE Pa3bICHUTH MOPSAIAOK 3aIIUTHI CYObEKTOM NEPCOHATBHBIX JaHHBIX
CBOMX MpaB M 3aKOHHBIX HMHTEPECOB; PACCMOTPETh BO3PAXKECHHE, YKAa3aHHOE BO BTOPOM abd3ale
HacToAlero myHkra [loauTHku, B TeYeHHWE TPUALIATUA JHEU CO JHS €ro MOJY4YeHHS U YBEIOMHTD
CyOBEeKTa MEPCOHATBHBIX JAHHBIX O PE3yJIbTaTaX PACCMOTPEHHSI TAKOTO BO3PAKEHUS.

3.5. bank Bopase:

o B CJIy4ae OT3bIBa CYObEKTOM MEPCOHAIBHBIX JJAHHBIX COTJIACUS HAa 00pabOTKy MEePCOHATBHBIX
JAHHBIX MPOJOHKUTH 00pabOTKY MEPCOHANIBHBIX JaHHBIX 0€3 coriacusi CyObeKTa MepCOHATBHBIX
JAHHBIX [IPU HAJIMYUU OCHOBAaHUMW, YKa3aHHbBIX B MyHKTax 2 - 11 vactu | ctateu 6, yactu 2 cratbu
10 u gactu 2 crateu 11 @enepanbHoro 3akoHa «O MEPCOHATBHBIX TaHHBIXY,

o OTKa3aTh CYOBEKTY NEPCOHAIbHBIX JaHHBIX B BBIINOJHEHUM IOBTOPHOTO 3ampoca, He
COOTBETCTBYIOILIETO YCIOBUSAM, IIPEAYCMOTPEHHBIM YacTsMH 4 u 5 ctathul 14 DenepaibHOTO 3aKOHA
«O TepCcOHANBHBIX JaHHBIX». TakoW OTKa3 JODKeH OBITh MOTHBHpPOBaHHBIM. (OS3aHHOCTH
MPEJICTaBICHUS IOKA3aTeIbCTB 0OOCHOBAHHOCTH OTKa3a B BHIMOJIHEHUH TOBTOPHOTO 3aIPOCa JICHKHUT
Ha banke;

o OCYIIECTBIISATH, 0€3 yBEIOMIICHHS YMOJIHOMOYEHHOTO OpraHa Mo 3allluTe MpaB CyObEKTOB
MEPCOHAIBHBIX JaHHBIX 00paObO0TKY MEPCOHANBHBIX JaHHbIX:

1) 0OpabaTeiBa€MbIX B COOTBETCTBHH C TPYJOBBIM 3aKOHOIATEIIHCTBOM;

2) nony4yeHHbIX BaHKOM B CBSI3U C 3aKJIFOUEHUEM JIOTOBOPA, CTOPOHON KOTOPOTO SIBISIETCA CyOBEKT
MEePCOHANIBHBIX JIAHHBIX, €CJIM TEePCOHAJIbHBIC JaHHBIE HE PpACIpPOCTPAHAIOTCSA, a TakKkKe He
MPEIOCTABIISAIOTCS TPETHUM JIUIaM 0€3 coryiacusi CyObeKTa MePCOHAIBHBIX JaHHBIX U UCIOIb3YIOTCS
baHKOM HCKIIIOUMTENBHO ISl UCHOJHEHHUS YKa3aHHOIO JIOTOBOpa U 3aKJIIOYEHMs] JOTOBOPOB C
CyOBEKTOM MEePCOHATBHBIX TAHHBIX;

4) crenaHHBIX CYObEKTOM MEPCOHATBHBIX JAHHBIX 00IIEIOCTYITHBIMU;

5) BKITIOYAIONINX B c€0sl TONBKO (paMHUITNK, UMEHA U OTYECTBA CYOBEKTOB MEPCOHANBHBIX JaHHBIX;

6) HEOOXOAMMBIX B IENSIX OJHOKPATHOTO TMPONMyCKa CyOBEKTa TMEePCOHATBHBIX JaHHBIX Ha
TEPPUTOPHIO, HA KOTOPOM HaxoauTca baHK, MM B MHBIX aHAJTOTUYHBIX LENSIX;

7) BKIIIOUEHHBIX B UH(POPMAIMOHHBIE CUCTEMBI MEPCOHANBHBIX JTAHHBIX, UMEIOIIHNE B COOTBETCTBUU
¢ (QenepalbHBIMH 3aKOHAMH CTAaTYC TOCYJapCTBEHHBIX aBTOMATHU3UPOBAHHBIX HH(OPMAIIMOHHBIX
CHUCTEM, a TaKXe B TOCYJapCTBEHHbIE HMH(POPMAIMOHHBIE CHUCTEMBl IEPCOHAIBHBIX JTAHHBIX,
CO3/IaHHBIE B IIEJISAX 3aIIUTHI 0€30MaCHOCTH TOCYapCTBa U OOIIECTBEHHOTO OPSIKA;

8) oOpabaTpiBaeMbIX 0€3 HCIOJIb30BAaHUS CPEACTB aBTOMATH3AallMd B  COOTBETCTBUU C
denepanbHBIMU 3aKOHAMHM WMJIM HMHBIMH HOPMATHUBHBIMHU TPAaBOBBIMH akTamu Poccuiickoit
@®enepali, yCTaHABIMBAIOIIMMU TpeOOBaHMUS K OOecleueHuIo 0e30MacHOCTH MEePCOHATbHBIX
JAHHBIX MPU UX 00paboOTKe U K COOIOICHHUIO MPaB CYObEKTOB MEPCOHATBHBIX JTAHHBIX;

. MOPYYUTh OOpabOTKY TEPCOHANBHBIX JaHHBIX JIPYroMy JIMIy C COIJIACHs CyOBeKTa
MEPCOHANIBHBIX JIAHHBIX, €CIM WHOE HE MPEayCMOTpPEHO (QeaepaabHbIM 3aKOHOM, Ha OCHOBAaHUU
3aKJIF0YAaEMOT0 C 3TUM JIMLIOM JJOTOBOPA.

IV. O6bem u kareropuu o0padaTbiBaeMbIX MEPCOHATBHBIX JaHHBIX, KATErOpuH cy0beKTOB
NMEPCOHAJTBHBIX JAHHBIX

4.1. Bank ocymiecTBisieT 00pabOTKY MEPCOHANbHBIX JAHHBIX CIEAYIOIIUX KaTeropHil CyOBEKTOB
MNEPCOHATIBHBIX TaHHBIX:

L4 COMCKaTee Ha BaKaHTHBIE JOKHOCTHU (KaH,Z[I/II[aTOB Ha pa60Ty);
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. paboTHMKOB baHka u WwieHOB ceMbU pabOTHUKOB baHka,

. KJIIMEHTOB—(U3UYECKUX JIUIl (BIAACIBIIEB CYETOB (BKJIAJIOB), 3aE€MIIUKOB, IMOPYUYUTENCH,
3aj0roAareeld U WHBIX JIUI, KOTOPHIM BaHK MpeIoCTaBIIsIeT YCIYTH), BKIOYAs MOTCHIMAIBHBIX
KITUEHTOB;

. MIPEACTABUTENCH KIMEHTOB-(PU3HUESCKUX JIUI] U KIMEHTOB-IOPUINICCKUX JIUII;
. (U3UYECKUX JINII, 3aKTI0YUBIINX ¢ BaHKOM Ipak/1aHCKO-TTPaBOBBIE IOTOBOPHI;
° nocerurelieil banka;

OeHe(uMapHbIX BIIaIETbLIEB KIMEHTOB baHka;

BbIrOloNIproOpeTaTenell knueHToB banka;

KOHTPareHTOB (PU3NYECKUX JIUII, IPEJCTABUTENICH KOHTPAreHTOB-IOPUANYECKIX JIUII,
¢du3nueckux JuIl - akimoHepoB banka;

IIPEACTABUTENEH FOPUANYECKUX JIUL — aKIMOHEPOB baHka;

yieHoB CoBeTa JUPEKTOPOB U KaHIUAAaTOB B wieHbl CoBeTa AupekTopoB baHka,

UHBIX CYOBEKTOB TNEPCOHANBHBIX JaHHBIX B LEISIX O0OeCHeueHHs] pealn3aluu Ienei
00paboTkH, ykazaHHbIX B 1. 2.1. [TomuTuku.

4.2. Ilepedens nepcoHATbHBIX JaHHBIX, 00pabaThiBaeMbIXx baHKOM ompenensieTcsi B COOTBETCTBHH C
3aKoHoJaTenbcTBOM Poccuiickoit denepanyu U BHYTpeHHUMHU JOKyMeHTaMH baHka ¢ yueToM neneit
00pabOTKM EePCOHANBHBIX JaHHBIX, YKa3aHHBIX B 11.2.1. HacTosmel [lomuTrky.

4.3. bank o0OecreunBaeT COOTBETCTBUE COJEpkKaHUA U 00beMa 0OpabaThIBa€MbIX MEPCOHAIBHBIX
JAaHHBIX 3asBJICHHBIM LEISIM OOpaOOTKM U, B Clly4ae HEOOXOAMMOCTH, NPUHUMAET MEphl IO
YCTPAHEHUIO UX U30BITOYHOCTH IO OTHOILEHUIO K 3asiBIICHHBIM LIEISIM 00pabOTKH.

4.4. OOpaboTKa CHEUUAIBHBIX KAaTEropuid TMEpPCOHATBHBIX JaHHBIX, KAaCalOMIUXCS PaCOBOH,
HAllMOHAJIbHON TNPUHAJUIEKHOCTH, MNOJUTUYECKUX B3IJISI0B, PEIUTHO3HBIX WIH (UIOCOPCKUX
yOeXJIeHHH, COCTOSHUSA 30POBbs, HHTUMHOM KU3HU, BaHKOM He oCyIecTBIsAETCA.

V. Ilopsiiok 1 ycJIOBUSI 00PA0OTKHU NMEPCOHAIBHBIX JAHHBIX

5.1. [lepcoHanbHbIE JaHHBIE OTHOCATCA K KOH(PUIEHIMAIbHON HHPOpMAIIIH.

5.2. PaGotHuku banka u uHBIE NMIa NpPU mpuemMe Ha paboTy MOANMUCHIBAIOT 005A3aTEIbCTBO O
HepasIlallleHud KOH(UICHINANbHOW HMH(OpMAIMK, a TaKKe NPEAYNpPeXIaloTCs, 4TO B Clydae
HapyIIeHUs 00s3aTeNbCTBA MOTYT OBITh MPUBICYEHBI K TUCHUIUIMHAPHOW, aJIMUHUCTPATUBHON U
YTOJIOBHOW OTBETCTBEHHOCTH.

5.3. JoroBopsl banka ¢ KOHTpareHTaMu coJiep>KaT yCIOBHs KOHPHUICHIIMATHHOCTH MepeaaBacMbIX U
MOJTy9aeMbIX TIEPCOHAIBHBIX TaHHBIX .

5.4. OGpaboTKka mepcOHANbHBIX JaHHBIX B baHke ocyliecTBIsSeTCsS TOIBKO C COracus CyOBeKTa
NEPCOHAIBHBIX JJAHHBIX B CJIydae, €CJIU MOJIy4eHHEe TaKOTr0 COriacus HE0OX0IMMO B COOTBETCTBHUHU C
TpeboBanusiMu DenepanbHOTo 3akoHa «O MEePCOHANBHBIX JaHHBIX», U B MOPAIKE, YCTAHOBICHHOM
JEHCTBYIOIINM 3aKOHOJATeIbCTBOM. (DOPMBI MMCHMEHHOTO COTIIachs Ha 00padOTKY IMepCOHATBHBIX
JTaHHBIX YCTaHABIUBAIOTCS baHkoM.

5.5. bank ocymectBasier 00pabOTKYy NEPCOHANBHBIX JAHHBIX C HCIOJIB30BAHUEM CPEICTB
aBTOMAaTH3AIlNH, a TaKke 0e3 HCIOJIb30BaHUs CPEACTB aBTOMATH3AIMH, C Tiepenadyeld MmoTydeHHON
UHPOpPMALIUU 110 UHPOPMAITMOHHO-TEIEKOMMYHHKAIIHOHHBIM CETSM WK 0€3 TaKOBOM, CMEIIaHHYIO
00paboTKy NepCOHANBHBIX JaHHBIX, BKJIOYas cOOp, 3aMHUCh, CHUCTEMATHU3AIMIO, HAKOIUICHUE,
XpaHeHue, yToYHeHHe (OOHOBIIEHHE, W3MEHEHHE), U3BJICUEHHE, MHCIIONIb30BaHUe, Iepeaady
(pactipocTpaHeHue, TpeNOCTaBICHUE, MOCTYI), OO0E3TMYMBaHUE, OJIOKMPOBAaHUE, YIaJeHUE,
YHUYTOXKCHHE TIEPCOHAIBHBIX JTAHHBIX B CPOKH, HEOOXOAMMEBIE ISl JTOCTIKEHHS Iesiell 00paboTKu
MEPCOHANBHBIX JaHHBIX. 3ampeliaeTcss MNPUHATHE pPEHICHHH Ha OCHOBAHUU HWCKIIOYUTEIHHO
ABTOMATH3UPOBAHHON OOPa0OTKM TEPCOHATBHBIX ITaHHBIX, KOTOPHIE MOPOXKIAIOT FOPUIHNUECKUE
MOCIIEACTBHSI B OTHOIIIEHUH CYObEKTa MEePCOHANBHBIX TAHHBIX, MU MHBIM 00Pa30M 3aTParuBaroT €ro
npaBa ¥ 3aKOHHBIE HHTEPECHI, KPOME CIy4aeB M YCIOBHIA, IPEIYCMOTPEHHBIX 3aKOHOAATEIHCTBOM
Poccuiickoit @enepanuu.

5.6. Tlpu mpueme AOKYMEHTOB OT CyOBEKTa TMEPCOHAIBHBIX ITAaHHBIX WM €r0 TMPEICTABUTEIS
paboTHuk baHka, TpUHUMAIOMUNA JOKYMEHTBHl TPOBEPSIET JOCTOBEPHOCTh MPEIOCTABISEMBIX
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NEPCOHAIBHBIX JIaHHBIX IyTeM WX CBEpKU ¢ HHMOpManuen, conepkamieiics B OpUTHHANaX
JIOKYMEHTOB HJIM UX HaJJIekKaIUM 00pa3oM 3aBEPEHHBIX KOIHUSX.

5.7. bamk c cormacus CyOBEKTa TIEPCOHAIBHBIX JAaHHBIX BIIPAaBE MOPYYUTH OOpPabOTKY
MEPCOHANIBHBIX JIAHHBIX APYrOMY JIMIY MYTEeM 3aKJIIOUEHUsS COOTBETCTBYIOIIETO JIOTOBOpa, €CIU
WHOE HE MPEayCMOTPEHO 3aKoHoAaTeabCcTBOM Poccuiickoin Depeparuu. B jmoroBop ¢ jauiom,
KOTOpOMY TIOpydeHa 00paboTKa MepCOHATBHBIX TaHHBIX, 0053aTEITFHO BKIFOYAOTCS TOJOKEHUS TI0
obecrnieueHn0 UHPOPMAIIMOHHOW 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX, B TOM YHCIIe TPeOOBaHMUS
HE PacKphIBaTh M HE PACIIPOCTPAHITH X 0€3 COTNIacusi CyObheKTa MEPCOHANBHBIX JAHHBIX, €CIIA HHOE
HE MPEeIyCMOTPEHO 3aKOHOoJaTeNbcTBOM Poccuiickoit @Denepanuu, omnpenensercss IepedeHb
neiicTBuil (onepanuii), KOTopble OyyT OCYIIECTBIATHCA C IEPCOHATBHBIMU JAHHBIMU.

5.8. baHk mpemocTaBiseT JOCTYN K OOpabaThiBaéMbIM KM TEPCOHAIBHBIM JaHHBIM  OpraHam
roCy/IapCTBEHHOW BJAcTH (B TOM 4YHCIIE, KOHTPOJIUPYIOLUIUM, HAJI30PHBIM, MPaBOOXPAHUTEIbHBIM,
opraHaM JIO3HaHHMS W CIICACTBUSA) M WHBIM YIIOJHOMOYCHHBIM OpraHaM (JiuilaM) B paMKax
MPEIOCTABICHHBIX MM IIOJHOMOYMN, MO OCHOBaHUSM, B O0ObEME€ U MOPAIKE, YCTAaHOBJICHHBIM
3aKoHoaarenbcTBOM Poccuiickoit denepanuu.

5.9. baHk MOXeT OCyIIECTBISATh TPAHCTPAHUYHYIO T[epefady IepPCOHAJIbHBIX JIAaHHBIX B
COOTBETCTBUM ¢ TpeboBaHusMu DenepanbHOro 3akoHa «O MEPCOHATBHBIX JAHHBIX» B CIIyYasX,
MPEelyCMOTPEHHBIX 3aKOHOAATeNbCTBOM Poccuiickoit denepannu, JOroBOpaMHu U COTJIAIICHUSIMH C
MEXIYHAPOJHBIMU OpraHu3anusmMu. [lpu TpaHcrpaHUYHON Niepenave MepCOHATBHBIX JaHHBIX baHk
JI0 HayaJia OCYIIECTBIICHUS TPAHCTPAHUYHOM Mepeiayyl MepCOHABHBIX JaHHBIX 00s3aH YOeIUTHCS B
TOM, YTO HMHOCTPAaHHBIM TOCYJApCTBOM, Ha TEPPUTOPHIO KOTOPOTO OCYIIECTBISIETCS Iepeaadya
MEPCOHANBHBIX JaHHBIX, oOecreynBaeTcs aJeKBaTHas 3allUTa IMpaB CYOBEKTOB IEPCOHAIBHBIX
JAHHBIX.

5.10. YcnoBuem npekparnieHusi 00pabOTKH MePCOHATBHBIX TAHHBIX MOTYT SIBISITHCS:

. JOCTHKEHUE 11eIeil 00padOTKH MEPCOHAIbHBIX IaHHBIX;,

o UCTEYEHHUE CPOKa JIEMCTBUS coracusi CyObEeKTa MEepPCOHAIBHBIX JaHHBIX Ha 00paboTKy ero
HEPCOHAIbHBIX JaHHBIX;

° OT3BIB COTJIACHS Ha 00paOOTKY MEPCOHATBHBIX JAHHBIX CYOBEKTOM MEPCOHATBHBIX JAHHBIX |
° BBISIBJICHHE HENTPABOMEPHOU 00pabOTKU NEPCOHANIbHBIX JaHHbIX.

5.11. XpaHeHue nepcoHaIbHBIX JTaHHBIX.

5.11.1. XpaHeHue mNepCOHAIBHBIX JAHHBIX OCYILIECTBIIAETCS HE JO0JIblIE, YeM TOro Tpelyer
JOCTIDKCHHE 1IeNield X 00paboTKH, €Clii MHOE HE YCTAaHOBJICHO 3aKOHOAATeNhCTBOM Poccuiickoii
denepauy WIKM JTOTOBOPOM, CTOPOHOH KOTOPOTO, BBITOAONPUOOpETaTENeM WIIM MOPYYUTENEM IO
KOTOPOMY SIBJISIETCS] CYOBEKT NIePCOHAIBHBIX JTaHHBIX.

5.11.2. O6pabaTbIiBaeMble MEPCOHAIBHBIE JAHHBIE MOJUIEkKAT YHUUYTOXKEHUIO JTUO0 00€3TMUYUBAHHIO
10 JOCTMXKEHHUU Iiesie 0OpaboTKM WM B ciaydae yTpaTbl HEOOXOAMMOCTH B JIOCTHIKEHUHU 3THX
L[eJI€H, €CIIM MHOE HE MPELyCMOTPEHO 3aKOHOAATeNbCTBOM Poccuiickoi denepanuu.

5.11.3. XpaHeHHe TEPCOHATBHBIX JJAHHBIX TMpPH OOpPadOTKE C WCIOIB30BAHUEM CPEICTB
aBTOMAaTH3allMM OCYILECTBIAETCS O00O0COOJIEHHO OT HMHOM HH(QOpManuM, B YacTHOCTH IyTeM
(duKcanMy Ha OTAENBHBIX MaTEePUAIBHBIX HOCUTENSAX (TIPU HAIMYHHA TEXHUYECKOH BO3MOXKHOCTH), a
npu 00paboTKe MepCOHATBHBIX JaHHBIX HA OYMa)KHBIX HOCHTENSX - B CIELUAIBHBIX pa3JieNnax UM B
noJIsIX OpM TOKYMEHTOB.

[Tpu pukcaryy nepcoHaIbHBIX JAHHBIX HA MAaTepUAIbHBIX HOCUTENSIX HE JOIycKaeTcs pukcanus Ha
OJIHOM MaTepualbHOM HOCHTEJIE MEPCOHAIbHBIX AAHHBIX, I 00paOOTKH KOTOPHIX 3aBEAOMO HE
COBMECTHMBI. [[nmg KaXXaoH KaTeropuu MEpPCOHANBHBIX JIAaHHBIX HCHOJB3YETCS OTAEIbHBIN
MaTepHalbHbIA HOCUTEIb.

5.12. YHUUTOXXEHHE NEPCOHATBHBIX JaHHBIX.

5.12.1. Tlo moctmwxennn 1eneit 00padoTku IlepcoHanbHBIE JaHHBIE WM 1O TPEOOBAHUIO CyOHEKTA
[TepconanbHble JaHHbBIE (€r0 3aKOHHOTO MpeacTaBuTesns) llepcoHanbHbIe AaHHBIE YHUYTOXKAIOTCS
WM 00€3JIMYMBAIOTCS, €CJIM MHOE HE YCTAHOBJIEHO 3aKOHOATENHCTBOM Poccuiickoit denepanun.
5.12.2. B ciydae BBIIBJICHHS HEMPABOMEPHOH 0OpabOTKH MepCOHANBHBIX JAHHBIX MPU 0OpaleHUH
CcyObeKTa NEepCOHAIBbHBIX MTAHHBIX MM €ro 3aKOHHOTO MPEJCTaBUTENs, MO 3ampocy cyObekTa
NEPCOHANBHBIX JAHHBIX / €ro MPEeJCTABUTENs WM YIMOJHOMOUYEHHOIO OpraHa IO 3alluTe IpaB
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CyOBEKTOB TEPCOHANBHBIX JaHHbIX baHK oOecrneunBaeT OJIOKMPOBAHHWE HEMPABOMEPHO
00pabaTbIBaéMbIX IE€PCOHAIBHBIX JAaHHBIX, OTHOCSIIMXCSI K OTOMY CYOBEKTY IE€pPCOHAIBHBIX
JAHHBIX, C MOMEHTA TaKOro oOpallleHus WK MOJYYeHHs] YKa3aHHOTO 3ampoca Ha MepHoj] MPOBEPKU
U MHULUHUPYET CIy’KeOHOe paccieloBaHre B YCTAaHOBIEHHOM B baHke mopsake.

5.12.3. B cayuae eciu o0OecrneyuTh MPaBOMEPHOCTh OOpaOOTKH TMEPCOHAIBHBIX JaHHBIX
HEBO3MOXXHO, BaHK B YCTaHOBIEHHBIH CPOK C JaThl BBIABICHHUS HENPABOMEPHOH 0OpabOTKH
NEPCOHAIBHBIX JIaHHBIX, OOECHeuYMBaeT YHUYTOXKEHHE TaKUX [EePCOHANBHBIX JaHHbIX. OO0
YCTPAaHEHUM JIOMYIICHHBIX HApyLIEHMH WM 00 YHMUYTOXKEHUU II€PCOHAIbHBIX JAHHBIX baHk
coo00111aeT cyObeKTY NMEePCOHATBHBIX TaHHBIX WM €r0 3aKOHHOMY NPEACTABUTENIO, a B CIy4ae eCiu
oOpailleHne cyObeKTa NEepCOHAIBHBIX JAHHBIX WM €ro 3aKOHHOTO MpEeACTaBUTENS JUOO 3ampoc
YIIOJIHOMOYEHHOT'O OpraHa 1O 3allUTe MpaB CyOBEKTOB MEPCOHATBHBIX JAaHHBIX OBUIM HANpaBJICHBI
YIIOJTHOMOYEHHBIM OPIaHOM IO 3allIUTe MPaB CyObEKTOB MEPCOHANBHBIX JTAHHBIX, TAKKE YKa3aHHBIN
Opras.

5.12.4. B cnydae OOCTHXKCHHS IIeNM OOpabOTKM TEPCOHAIBHBIX JaHHBIX baHk mpekpamaer
00pabOTKy MEepCOHANBHBIX MAHHBIX, MPOBOAUT aHaNW3 (akTa IOCTHKCHHS IeTu 00paboTKu
MEPCOHAIBHBIX JIAaHHBIX U B CiIy4ae IOJOXHUTEIBbHOTO pe3yibTara 00ECleYMBACT YHUUYTOXKECHHE
COOTBETCTBYIOILIMX IEPCOHAIBHBIX JIaHHBIX B YCTAHOBJEHHBIM CPOK C JAThl JOCTM)KEHUS LIEIU
00paboTKH MEePCOHANBHBIX JaHHBIX, €CITH MHOE HE MPEIyCMOTPEHO JOTOBOPOM, CTOPOHOI KOTOPOTO,
BBITOJIOTIPHOOpETATENeM WM TOPYYUTENIeM II0 KOTOPOMY SIBIISIETCSI CYOBEKT IepPCOHAIBHBIX
JAHHBIX, UHBIM COTJIAIIEHHEM MEXJy baHKOM U CcyOBEeKTOM IMepCOHAIbHBIX NaHHBIX JHOO eciu
bank He BHpaBe OCYHIECTBIATH OOPaOOTKY MEpPCOHATBHBIX HTaHHBIX O€3 corjacus CyObeKTa
MEPCOHANBHBIX JAHHBIX HA OCHOBaHMSX, MpeaycMoTpeHHbIXx DenepanbHbiM 3akoHOM  «O
NEPCOHAIBHBIX JTAaHHBIX).

5.12.5. B cnyyae OTCYTCTBUSI BO3MOXKHOCTH YHUYTOXXCHHSI MEPCOHANBHBIX JaHHBIX B TEUYCHHE
CpOKa, YCTaHOBJIEHHOTO 3akoHojaTesbcTBOM Poccuiickoit ®enepanuu, bank obecneunBaer
OJIOKHPOBaHME TaKUX IEPCOHAJBHBIX MAHHBIX C MOCIEAYIOIUM O00eCIeYeHUEeM YHUYTOXEHUS
NEPCOHAIbHBIX JaHHBIX, KOTOPOE IPOU3BOJIUTCS HE IMMO3qHee 6 (LIECTH) MECSIEB CO JAHS HX
OJIOKMPOBAHMS.

5.12.6. YHHMYTOXEHHE YaCTH NEPCOHANBHBIX ITAaHHBIX, €CIH 3TO JOIMYCKAeTCSd MaTepUATbHBIM
HOCHUTEJIEM, MOXXET IPOU3BOJIUTHCS CHOCOOOM, HMCKIIOYAIONIUM AalbHEHIIyl0 00paboTKy STHX
NEPCOHAIBHBIX  JIAHHBIX C  COXPAaHEHHWEM  BO3MOXXHOCTHM  OOpaOOTKM  HMHBIX  JIaHHBIX,
3a(pUKCUPOBAaHHBIX HA MaTepUAIbHOM HOcHTeNe (yAaleHue, BBIMapbIBaHUE).

5.13. PaGotHuk baHka OTBETCTBEHHBIM 3a OpraHM3alUil0 OO0PaOOTKH IEPCOHAIBHBIX JTAHHBIX
Ha3zHauyaeTcsd npukasoMm [Ipencenatens [Ipasnenus. OTBETCTBEHHBIM 3a OpraHuzanuio 00pabOTKH
NEPCOHAIBHBIX JaHHBIX, NTOJIy4aeT yKa3zaHus HenocpeacTBeHHo ot [pencenarens [1paBnenus banka
Y TIOJJOTYETHO EMY.

5.13.1. OTBeTCTBEHHBIN 32 OpraHU3aLUI0 00Pa0OTKU MEPCOHANBHBIX JAHHBIX, B YaCTHOCTH, 00s3aH:
1) ocymecTBIsATh BHYTPEHHHMH KOHTpOJb 3a coOmoneHueM bankom u pabGotHukamu banka
3aKoHozarenbcTBa Poccuiickoit denepanuy 0 MepCOHaIbHBIX JIaHHBIX, B TOM 4YHcie TpeOOBaHUH K
3alUTE EPCOHAIBHBIX JAHHBIX;

2) JOBOAWTH N0 CBeIAeHUs paObOTHUKOB baHka TOJOXKEHHUS 3aKOHOJATENbCTBA Poccuiickoin
@denepaul 0 MEPCOHANBHBIX JIAHHBIX, BHYTPEHHMX JOKYMEHTOB IO BONpocaM o00paboTKH
NEPCOHAIBHBIX JaHHBIX, TPEOOBAHMH K 3aIIUTE NEPCOHAIbHBIX JaHHbIX;

3) opranu30BBIBaTh IPHEM U 00pabOTKy 00paleHnii U 3alPOCOB CYOEKTOB MEPCOHATBHBIX TaHHBIX
WM WX TIpeACTaBUTENeH W (WJIM) OCYIIECTBISATH KOHTPOJIbh 3a MPHEMOM M 00pabOTKON Takux
oOpaleHuit 1 3a1poCcoB.

5.14. baHk ocymiecTBIsE€T yBEAOMJICHHE YIOJHOMOYEHHOTO OpraHa IO 3alUuTe NpaB CyObEKTOB
NEpCOHANBHBIX JIaHHBIX 00 00paloTKe NEepCOHANbHBIX JAHHBIX B CPOKH, YCTAHOBJICHHBIE
®enepasibHbIM 3aKOHOM «O MEePCOHATBHBIX JAHHBIX).

5.15. [IpenocraBienus AOCTyNa K MEPCOHATBHBIM TaHHBIM.

5.15.1. JlocTtynm K mepcOHANbHBIM JaHHBIM IPEIOCTaBISAETCS TOJIbKO TeM palOoTHHKaM banka,
KOTOPBIM OH HEOOXOMM JJIsl BBIITOJTHEHHS UX JOJKHOCTHBIX 00s3aHHOCTEH.

5.15.2. B Banke Benercst yuer paOOTHUKOB, HMEIOMINX JTOCTYIT K MIEPCOHATBHBIM TaHHBIM.
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5.15.3. PaGotHuku banka, WMeEMOIHME IOCTYNl K TMEPCOHAIBHBIM JaHHBIM, OOS3aHBl 3HATH W
BBHITIONHATh TPeOOBaHUS 3aKOHOJAaTeNnbcTBa Poccwiickoit denepanuu B obrmactu 0OpabOTKH H
obecrieueHnuss WH()OPMAITMOHHOW OE30MAaCHOCTH TEPCOHAIBHBIX JAHHBIX, a Takke TpeOOBaHUS
Hactosimeid [lomuTuku u BHYTpEHHHX TOKYMEHTOB baHKa, perynupyromux BOIMPOCH 00pabOTKH
MEPCOHAIBHBIX JaHHBIX.

5.15.4. Ilepenaya nepcoHaIbHBIX JAHHBIX BHYTPU baHKa MOXET OCYIIECTBISTHCS TOJIBKO MEXIY
paboTHUKAaMU, UMEIOIIUMU JOCTYII K MEPCOHATBHBIM JaHHBIM.

5.15.5. TIpaBo cyOBeKTa MEPCOHANBHBIX JAHHBIX Ha JOCTYI K €r0 MePCOHAIBHBIM JaHHBIM MOKET
OBITH OTPAaHUUYEHO B COOTBETCTBUHU C 3aKOHOJATeNbcTBOM Poccuiickoii denepaliiiul, B TOM YUCIE B
ciydae ecad oOpaOOoTKa TMepCOHAJbHBIX JAHHBIX OCYIIECTBISIETCS B  COOTBETCTBHH C
3aKOHO/IATENICTBOM O MPOTHUBOJICUCTBUM JeTaau3alui (OTMBIBAHUIO) JIOXOJOB, IOJTYYEHHBIX
MPECTYMHBIM ITyTeM, U (UHAHCUPOBAHUIO TEPPOPHU3MA.

V1. AkTyanu3anus, ucipaBjieHle MepCOHAIBHBIX JaHHBIX, 0TBETHI Ha 3aNPOChl CYObEKTOB Ha
JAOCTYMN K MEePCOHATbHBIM JaAHHBIM.

6.1. baHK OCyIIECTBISET AeATEILHOCTh IO CBOCBPEMEHHOMY BBISIBJICHHIO U BHECEHUIO HM3MECHCHUN B
oOpabaTrbiBacMble MEPCOHAIBLHBIC JAHHBIE C IEJIbI0 00ECIeYeHHs] WX TOYHOCTH, JOCTOBEPHOCTU H
AKTyaJIbHOCTH, B TOM YHUCJIE€ IO OTHOLICHHIO K IeNIIM 00pabOoTKU MEePCOHAIBHBIX JaHHBIX.

6.2. B ciydae BbIsIBICHHS B Iporecce OOpaOOTKM HETOYHBIX NEPCOHANBHBIX JaHHBIX IPH
oOpallleHMd WM 3ampocy CyObeKkTa TMEepPCOHATbHBIX MaHHBIX (€ro MpeACTaBUTENs) JHOO
VIIOJJTHOMOYECHHOTO OpraHa IO 3alluTe MpaB CyOBEKTOB IEPCOHAIBHBIX JAHHBIX baHK 00s3aH
OCYIIECTBUTH OJIOKMPOBAaHUE TMEPCOHAIBHBIX JAHHBIX (BpEMEHHOE TMpeKkpalieHue coopa,
CUCTEMAaTH3aIlNH, HAKOIUICHHMSI, MCIIOJIb30BAHMS, PACTIPOCTPAHEHUS W TEpeavyn), OTHOCSIINXCSA K
JAHHOMY CYOBEKTY MEPCOHAIBHBIX JaHHBIX, WM O0ECIeunuTh UX OJIOKHpoBaHUE (eciu 00padoTka
MEPCOHAIBHBIX JJAHHBIX OCYIIECTBIISCTCS APYTUM JTUIIOM, JCHCTBYIONIUM IO MOPYYCHHIO banka) ¢
MOMEHTa TaKOro OOpalleHHs] WM TOJIyYE€HHUs yKa3aHHOTO 3ampoca Ha MEepPUOJl MPOBEPKH, €CIH
OJIOKHpPOBaHHE TIEPCOHAIBHBIX JAHHBIX HE HApyIIaeT IMpaBa W 3aKOHHBIE HMHTEPECHl CYOBEKTa
MIEPCOHAIIbHBIX IAHHBIX WA TPETHUX JIUII.

6.3. B cinyuae moarBepkneHus (pakTa HETOYHOCTH IMEPCOHAIBHBIX JAHHBIX baHK HA OCHOBaHHH
JIOKYMEHTOB, TPEICTABICHHBIX CYOBEKTOM IMEPCOHANBHBIX JaHHBIX (€ro MpeAcTaBUTENeM) JTHO0
VIIOJTHOMOYECHHBIM OpPTaHOM IO 3alllUTe IpaB CYOBEKTOB TEPCOHANBHBIX JTaHHBIX, HIH WHBIX
HEOOXOUMBIX JTOKYMEHTOB 00s13aH YTOUHUTH MIEPCOHATLHBIC JAHHBIE U CHITHh OJIOKHPOBKY.

6.4. TlepcoHanmbHbIe JaHHBIE CYOBEKTOB IIEPCOHAIBHBIX JIAHHBIX JIOJDKHBI ITOJBEPraThCs
rapaHTUPOBAHHOMY YHUUYTOKEHUIO B CIASAYIOMINX CITyJasX:

. 00paboTKa, B TOM YHUCJIC U XpPAaHCHHWE ITHX JIAHHBIX Ooyiee He TpeOyeTcs HH aisd OM3Heca
banka, HU 11 coOmroieHus TpeOOBaHUN 3aKOHOIaTEIhCTBA;
. nonyueHus: baHkoM OT cyObeKTa MepCOHANbHBIX JaHHBIX OT3bIBA COTNIAcHs Ha 00pabOTKY

NEPCOHAIbHBIX JIaHHBIX, €CJIM JTO HE TMPOTUBOPEUUT TPEeOOBAHUSAM 3aKOHOJATENbCTBA H
B3aMMOOTHOIIEHUH CyOBbEeKTa EPCOHATIBHBIX JaHHBIX ¢ BaHKOM.

6.5. U3menenuss B IlepcoHanbHBIE JaHHBIE BHOCITCS YIOJTHOMOYEHHBIMH paboTHMKamu baHka
TOJIbKO HAa OCHOBAHMHU IPEJOCTaBIECHHBIX HaIJIeKallUM o00pa3oM O(OPMIEHHBIX OpPUTHMHAIOB
JIOKYMEHTOB WJI UX 3aBEPEHHBIX KOIHII.

6.6. bank npenocraBisieT CyObEKTY MEPCOHAIBHBIX JAHHBIX WM €ro MPEJCTaBUTENIO0 CBEICHHUS,
Kacaroluecs 00pabOTKH €ro MepCOHANbHBIX JAaHHBIX, [0 COOTBETCTBYIOUIEMY OOpPAIlEHUIO WM
3anpocy.

3ampoc cyObeKTa MepCOHAJIbHBIX JAHHBIX Ha IOJydYe€HHE CBEIEHUI, Kacaromuxcs oO0paboTKH ero
MIEPCOHAIIBHBIX TaHHBIX baHKOM, JJOJDKEH COJIepXKaTh:

o HOMEP OCHOBHOI'O JOKYMEHTa, YIOCTOBEPSIOLIEr0 JHYHOCTh CYOBEKTa IEePCOHAIBHBIX
JTAHHBIX WJIM €0 MPEACTABUTEINS, CBEICHMS O JaTe BbIIAYN YKAa3aHHOTO JOKYMEHTA U BBIJIABILIEM €TI0
opraHe, a TaKXe, B cllydyae OOpallleHUs NPEACTaBUTENS, PEKBU3UTHI JOBEPEHHOCTH WU HHOTO
JIOKYMEHTA, MOATBEPKAAIOIIETO TOJHOMOYHS IPEICTaBUTENs CyOBhEKTa MePCOHAIbHBIX JaHHbIX;
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o CBE/ICHUS, MOATBEPKAAIOLINE yyacTue CyOBbEeKTa NEPCOHANBHBIX JAaHHBIX B OTHOLICHMSX C
bankom (HOoMep moroBopa, Jara 3aKJIOUYEHHUs JOToBopa W (WMJIM) MHBIE CBEACHUS), JIMOO CBEICHUS,
MHBIM 00pa3oM noaTBepkAaone Gakt 00padOTKH NEePCOHANBHBIX JaHHBIX baHKOM;

o noanuck CyObekTa [lepcoHabHBIX JaHHBIX WM €T0 MPEJCTaBUTEIS.

6.7. OOpaiieHue cyObeKTa MEepCOHAIBHBIX JaHHBIX WM €ro 3aKOHHOro npezcraButens B baHk B
HENsAX peau3alliy ero NpaB, yCTaHOBICHHBIX DenepanbHbIM 3aKOHOM «O MepCOHANBHBIX TAHHBIX),
OCYILECTBIIICTCSI B IUCbMEHHOM BHJE B IPOU3BOJIBHOI (opMmMe C NIpeabsBICHHEM OKYMEHTa,
YIIOCTOBEPSIOUIETO JMYHOCTh CYOBEKTa TIE€PCOHAIBHBIX JAHHBIX, a B Cllydae oOpalieHus
IpeAcTaBuTeNs (3aKOHHOTO IPEACTaBUTENS) — C INPEABbABICHUEM IaclopTa MpeACTaBUTENS U
JIOBEPEHHOCTU WJIM MHOTO JOKYMEHTA, MOATBEPKIAIOIIEr0 MOJTHOMOYUS MPEICTaBUTENS CyObeKTa
HEPCOHANBHBIX JaHHBIX.

6.8. CyOBeKT mepcoHaNbHBIX JaHHBIX BIpaBe OOpaTHTbCA B BaHK ¢ mpeTeH3ueil, B TOM YHUCIEe C
ucnonb3oBaHueM pasnena «OOpaTHas cBs3b» Ha opuIUaIbHOM caiiTe baHka B MHPOPMALMOHHO-
TEJICKOMMYHUKAIIMOHHOM ceTu IHTepHeT.

6.9. bank paccmarpuBaeT oOpalieHne CyObeKTa NepCOHANbHbIX JaHHBIX U MPEJOCTAaBIAET HA HEro
OTBET B COOTBETCTBHH C 3aKOHOAATENBCTBOM Poccuiickon Denepannu.

VIl. Be3onacHocTh 00padOTKH NEPCOHAIBHBIX JAHHBIX

7.1. bank mnpm 00pabOTKE MEPCOHAIBHBIX JaHHBIX IPUHUMAET HEOOXOIUMBIC IPABOBHIC,
OpraHU3alMOHHBIC U TEXHUYECKHUE MEPHI JIJIS 3alIUTHl IEPCOHANBHBIX JaHHBIX OT HEMPAaBOMEPHOTO
WIA CIy4alHOTO JOCTylla K HHUM, YHUYTOXXEHUS, W3MEHEHHUs, OJIOKMPOBAHMs, KOIHMPOBAHUS,
NPEOCTABICHHS, PACIIPOCTPAHECHHUS, a TAKXKE€ OT MHBIX HEMPABOMEPHBIX NEHCTBUH B OTHOIICHUH
HEPCOHAIbHBIX JaHHBIX.

7.2. B banke ompeneneHbl yrpo3bl MHPOPMALUOHHOW O€30MaCHOCTH M PEATM30BaH KOMILICKC
OpPraHU3alMOHHO-TEXHUYECKUX MEp B OTHOIIEHUM CBEIEHUI OrpaHUYEHHOI'O PaclpOCTPaHEHHS
(3amuiraemMoii 3aKOHOM HWH(OpMaIuK), K KOTOPHIM OTHOCSITCS TEPCOHAJIbHBIE JIAaHHBIE, a TaKkKe
CHeLMalIbHbIX MEp U CpeACTB obecnedyeHuss MH(POPMALMOHHOW O0€30IacHOCTU MEePCOHAIBHBIX
JAHHBIX, HAIIPABJICHHBIX HA MPEJIOTBPAIICHUE HECAHKIIMOHMPOBAHHOTO WM CIYyYaiiHOTO JAOCTyMa K
HEPCOHAIBHBIM JAHHBIM, UX YHHUUTOXXEHMS, UCKaKEHUsI, OJJOKMPOBAHUS, PACIIPOCTPAHEHUS M UHBIX
HEIIPaBOMEPHBIX JACHCTBUM.

7.3. K Mepam obecniedenuss nHGOpPMAMOHHON O€30MacCHOCTH MEPCOHAIBHBIX JaHHBIX B baHke
OTHOCSATCSI B TOM YHCIIE:

® y4yeT NepPCOHANBHBIX JAHHBIX U MaTEepPUATbHBIX HOCUTENEH ¢ NepCOHANIbHBIMU JAHHBIMH;

e vyuer u kinaccudukanus UCIH;

e (hopManu3anus 1 KOHTPOJIb BBIIIOJHEHUS Mopsiaka 00paboTku nepcoHanbHbIX JaHHbIX B UCIT/IH;
e (opManu3anus M KOHTPOJb BBINOJIHEHUS TPeOOBaHUH MO YHUUYTOKEHHIO (00€3TMYMBAHMUIO)
NEPCOHANBHBIX JAHHBIX U MaTepHAIbHBIX HOCUTEIIEH C EPCOHATIBLHBIMU JJAHHBIMH;

® KOHTPOJIb JJOCTyNa pabOTHUKOB baHKa M MHBIX JIUI K 00pabaTbiBaeMbiM B baHke TiepCcOHAIBHBIM
JTAHHBIM U CPEACTBaM MX 00pabOTKH;

® KOHTPOJIb COOJIIOJIeHUs paboTHUKaMU baHka, OCYIIECTBISIOLIMMH 00pabOTKYy MEpCOHATBHBIX
JIAaHHBIX, TIPaBUJI, TpeOOBAaHUHN U TIpOLIETyp 00pabOTKU MEPCOHAIBHBIX TAHHBIX;

® pa3lenbHOE XpaHEHHWE TIEePCOHANBHBIX JAaHHBIX, OOpabOTKa KOTOPBIX OCYILIECTBISETCA C
Pa3IMYHBIMU LEISIMU;

e BKJIIOYEHHE IOJIOKEHHUN 1Mo olOecnieueHnto Vb mepcoHanbHBIX JAaHHBIX B IOTOBOPHI C TPETHUMU
JIMIIaMH, KOTOPBIM TIepPeIal0OTCsl TIEpCOHANBHBIEC TaHHBIE, B TOM YHCie TpeOOBaHUN HE PaCKpPBIBATh U
HE paclpoCTPaHATh MEPCOHATIBbHBIE JaHHBbIE 0e3 corjacHs cyObeKTa NepCOHANbHBIX JaHHBIX, €CIU
MHOE HE MPElyCMOTPEHO 3aKOHOATENbCTBOM Poccuiickoit denepannu.

7.4. Ompenenenue, Qukcalus W BHIIOJIHEHUE TpeboBaHMil mo obecrneuennio Wb mepcoHambHBIX
JAHHBIX BBIIOJHIETCS B TOM K€ TMOpPSJAKE, YTO W ONpejAeicHue, (UKCAIMs W BBITOJTHEHUE
TpeboBanuit o obecreuenuto b MHBIX cBeJeHUH OrpaHUYEHHOTO PAacHpOCTpaHeHus (OXpaHsIeMoit
3aKkoHOM MH(opMmalun) B banke.

12



7.5. Mepbl HanpaB/ieHHbIe Ha oOecniedyeHue baHkoM BbINOJHEHMs] TPeOOBAHUII MO 3amUTe
NMEePCOHATBbHBIX JIAHHBIX

7.5.1. JlestenpHocTh banka 1o oOecrnedyeHHIO 3aliuThl TEPCOHANBHBIX JAHHBIX JOJDKHA
COOTBETCTBOBATh TPEeOOBAHUSM JICHCTBYIOIIETO 3aKOHOAATEeNbCTBA Poccuiickoit denepanuu u
obOecrieunBaTh KOH(PUIEHIUAIBHOCTh U 0€30IaCHOCTh MEPCOHANBHBIX JaHHBIX MPH UX 00paboTKe.
7.5.2. IlepedeHb 3aKOHOMATENbHBIX U MOJ3aKOHHBIX aKTOB, a TAK)K€ TPEOOBAHUN PETyIUPYIOLINX
OpraHoOB, UMEIOILIMX OTHOUICHHE K JedaTeabHOCTH baHka B 001acTH 3alIUThl IEPCOHANBHBIX TaHHBIX,
JOJDKEH PeryisipHo OOHOBIATHCA. OTBETCTBEHHOCTh 3a BEACHHWE M OOHOBIICHHE YKa3aHHOTO
nepeyHsi Boznaraercss Ha OTBETCTBEHHOTO 3a 00OpaOOTKY MEepCOHANbHBIX HaHHBIX U Ciyx0y
BHYTPEHHETO KOHTPOJIA.

7.5.3. B banke npuHUMAIOTCS CIEAYIONINE MEPHI 110 00SCIICUSHUIO BHITIOTHEHHS TPEOOBaHU 110
3aIUTE IEPCOHAIBHBIX JIAHHbIX:

. pa3pabaThIBafOTCS BHYTPEHHHE  JIOKYMEHTBI ~ TI0 BONPOCAM OOECIICUCHHUS 3aIIUThI
NEPCOHAIBHBIX JaHHBIX W HMX O00pabOTKH, YCTaHABIMBAIOLIUE MPOLEAYphl, HAIMpaBJICHHbIE Ha
MPENOTBPALICHHE W BBIABICHUE HApYIIEHUWW 3aKkoHojarenbcTBa Pocculickonn ®Depepanuu,
YCTpaHEHHE MOCIAEACTBUN TAKUX HAPYLLICHUN;

o paborauku baHka 3HAKOMSTCS C BHYTPEHHUMH JOKYMEHTaMH, PETJIAMEHTUPYIOIINMH,
BOTIPOCHI 3aITUTHI IEPCOHATBHBIX JaHHBIX U UX 00pa0OTKH.

7.5.4. C nenpto obecrnieueHus: 0€30MaCHOCTH MEPCOHAIBHBIX TaHHBIX MpU UX 00paboTke, baHk
MPUHUMAET OPraHU3alMOHHBIE M TEXHUYECKHWE MEphl IS 3aIlUThl MEPCOHAIBHBIX JAaHHBIX OT
HENPAaBOMEPHOTO M CIIy4alHOTO JO0CTylna K HHUM, YHHUYTOXKEHHUS, W3MEHEHHUs, OIOKMpOBaHUS,
KOIUPOBAHUSA, MPEIOCTABICHUSA, PACIPOCTPAHCHUS MEPCOHATIBHBIX ITaHHBIX, a TAKXKE OT HHBIX
HEIPaBOMEPHBIX ACHCTBUI B OTHOLLICHUU [IEPCOHAIBHBIX JAHHBIX, B YACTHOCTHU:

. CO3/1aHa MOJICTb YI'PO3 MIEPCOHAIBHBIX TAHHBIX;
L] HpI/IMeHFIIOTCSI TCXHUYCCKHC CpCI[CTBa 3alIUThI I/IH(l)OpMaHI/II/I;

. OCYIICCTBIISICTCS  OlEHKa dJ()PEKTUBHOCTH TPHHUMAEMBIX MeEp TIO0 O00ECIECYCHHIO
0€30I1aCHOCTH;

° MPOBOJISATCSI MEPOIIPHUSTUS IO OOHAPYKCHUIO (PAKTOB HECAHKIIMOHMPOBAHHOTO JOCTyIa K

[IEPCOHAIIBHBIM JAaHHBIM M IPUHATHIO COOTBETCTBYIOUIUX MEpP [0 MPEJOTBPALLEHHUIO TaKOIo
J0CTYIIa;

. YCTAQHABJIMBAIOTCS MpaBUJa JOCTyNla K HEPCOHAIbHBIM JaHHBIM, 0OpabaTbiBaéMbIM B
MH(OPMALIMOHHBIX CHCTEMAaX, a TaKKe O0ECleuynBaeTcsl pEerucTpauus | ydeT JeHCTBUH,
COBEpILAEMBIX C MIEPCOHAIBHBIMU JAHHBIMU B MH(POPMAIIMOHHBIX CUCTEMAX;

. WHBIE MEPBI.

VIll. KonTpoab 3a codiaoaenueM 3akoHoaaTeaberBa Poceniickoii @erepauuy M BHYyTPEHHHX
NoKyMeHTOB BaHka B 00/1acTH NepCOHAJbHBIX JAHHBIX, B TOM 4YHcJ/ie TPeOOBaHMI K 3almTe
NEePCOHAJIbHBIX JAHHBIX,

8.1. KoHTponp 3a coONIOIEHUEM CTPYKTYPHBIMH IOJApa3ieieHusMH baHKka, 3aKOHOJATEIIbCTBA
Poccuiickoit ®@enepaunu M BHYTpEHHHX JOKYMEHTOB baHka B 00jacTu NepCOHaJIbHBIX JaHHBIX,
B TOM 4YHclie TpeOOBaHUM K 3all[UT€ NEPCOHAIBHBIX JAHHBIX, OCYLIECTBISIETCS C IIEJIbI0 MPOBEPKU
COOTBETCTBUS 00paOOTKM TEPCOHAIBHBIX JAaHHBIX B CTPYKTYPHBIX Mojpa3fieieHusx baHka
3aKkoHOAaTenbCcTBY Poccuiickoit ®denepanuu U BHYTPEHHUM JIOKyMeHTaM baHka B oOnactu
NEPCOHANBHBIX JAHHBIX, B TOM 4YHCJe TPEOOBAHUSAM K 3alllUTE MEPCOHAIBHBIX JAHHBIX, a TaK¥Ke
MIPUHATBIX MEpP, HAIIPaBJIEHHBIX Ha NPEIOTBPALICHUE W BBISABICHHE HAPYIICHWM 3aKOHOJATEIbCTBA
Poccuiickoit ®enepanuu B 006JaCTH TMEPCOHAIBHBIX JIAHHBIX, BBIBICHHS BO3MOXHBIX KaHAJIOB
YTEUYKH W HECAaHKIIMOHMUPOBAHHOI'O JIOCTYINA K IEPCOHAIBHBIM JIaHHBIM, YCTPAaHEHMS NOCIIEICTBHU
TaKUX HApPYLICHUM.

8.2. BHyTpeHHHMII KOHTPOJb 3a COONIOJCHHWEM CTPYKTYPHBIMH TOApa3feiieHusMA baHka
3akoHoNaTenbcTBa Poccuiickoit ®Penepanmu U BHYTPEHHHUX JOKYMEHTOB baHka B obmactu
NEPCOHAIBHBIX JaHHBIX, B TOM 4YHCIe TpeOOBAaHMW K 3alllUTE IEPCOHAJbHBIX JIaHHBIX,
ocymecTBisieTcss OTBETCTBEHHBIM 32 OpraHU3aINI0 00paObOTKHU MEPCOHANIBHBIX TaHHBIX B baHke.
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8.3. BHyTpeHHHMII KOHTPOJb COOTBETCTBHS OOpPaOOTKH TEPCOHAIBHBIX JaHHBIX DeneparTbHOMY
3aKkoHY «O MEepCOHANbHBIX JIAHHBIX» U MPUHATHIM B COOTBETCTBUM C HUM HOPMAaTHUBHBIM IIPABOBBIM
aKTaM, TpeOOBaHMAM K 3alllUTE€ NEPCOHAIBHBIX MAaHHBIX, Hactosmeill I[lonuTuke, BHYTpEeHHUM
nokymeHnTaMm banka ocymectsiser Ciyx0a BHyTPEHHETO KOHTPOJIS.

8.4. TlepcoHanbHYIO0 OTBETCTBEHHOCTH 3a COOJIIOICHHE TPEOOBaHUI 3aKOHOAATENIbCTBA Poccuiickoit
Oenepanii ¥ BHYTPEHHUX JOKYMEHTOB baHka B 00JaCTH MEPCOHAIBHBIX JaHHBIX B CTPYKTYPHBIX
nonpazaenenusx banka, arTtakke 3ao0ecriedeHne KOHQUACHIMAIHLHOCTH U 0€30MaCHOCTH
MEPCOHAIIbHBIX JIAHHBIX BO3JIaraeTcs Ha PyKOBOAUTENICH CTPYKTYPHBIX MOPA3ICICHHI.

8.5. OTBETCTBEHHOCTh 3a pa3rjallleHue WIH yTpaTy NMEpPCOHAIbHBIX JaHHBIX, 00pabaThiBaeMbIX B
banke, HeceT mepcoHANIBHO KaXKIbli paboTHUK baHka, mMmeronuii poctyn K 3tuM [lepcoHabHbIC
JaHHBIC W JOMYCTUBIIMKA WX pasriamieHue wid yrpaty. [lo QakTy pasrmamieHuss Wid yTparbl
NEPCOHAIBHBIX JaHHbIX B baHke mpoBoauTcs ciyxeOHoe paccienoBanue. OTHOBPEMEHHO C
MPOBEJICHUEM CITY>)KEOHOT0 pacciieoBanusi B baHke NPUHUMAIOTCS MEpPhl [0 MUHUMH3AIUN
HE)KeJaTeNIbHBIX MOCJIECTBUI MPOU3OIIEIIIEro, a TaKkKe M0 HEAOMYIIEHUIO (IPEeIOTBPALICHHIO) B
JanbHEHIIIEM pa3TJlallieHusl UM YTPaThl IEPCOHAIIBHBIX JTAHHBIX.

IX. 3akI10unTEeIbLHBIE MOJIOKEHHS]

9.1. Hacrosimas [Tonutuka Berynaet B cuity ¢ 01 ssaBapsa 2018 ropa.

9.2. Hacrosmas Ilonmutnka myOnukyercs Ha odunmaibHOM caiite banka B mH(MOpMaMOHHO-
KOMMYHHKAITMOHHOM ceTu «HTepHETY.

9.3. Tekct Hacrosmiei [IOMUTUKK TMOMJICKHUT JOBEACHHUIO 1O CBEICHUS BCEX PAOOTHUKOB IO
POCTIHC.

9.4. Hacrosmas [lonuTka TOUICKUAT aKTyalM3allMd TP  W3MCHEHUW 3aKOHOAATEIhCTBA
Poccutickoii deneparuu B 061acTH 00pabOTKH MEPCOHATBHBIX TAHHBIX.
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