yp al ¢ A VTBEPXKJIEHA

BEAHK YPAABCKNN ®NHAHCOBbLIA AOM HpaBJ'IeHI/IeM HAO AKB «ypaﬂ q)ﬂ»
HOJITHKA [Tporokon ot 15.04.2016 Ne 0415-16

IIpencenarens IpaBienns
o0ecrieyeHus1 0€30MaCHOCTH

NMEPCOHAJIBbHBLIX JAHHBIX B A IO BLIDKOB
ITAO AKB «Ypaa ®JI» s RS BRD
Ne m3meHennst W3meHeHusi yTBep:KaeH KpaTkasi XapaKTepuCTHKA H3MeHeHU i JlaTa BCcTynuleHHs H3MEHEeHHi B CHITY
1. IIpaBnenue, NpoOTOKOI u3MeHeHsl: mm..3.2., 4.3.,4.5.5.2. C nmaThl yTBEPKACHUS
1009-18 o1 09.10.2018
2. IIpaBneHue, TPOTOKOI M3MeHeH: 11..5.2, 100aBIeHbI IIII. C natel yTBEpIKICHHUS
1225-18 or 25.12.2018 4.10.,4.11

Hacrosimas Ilonutrka pa3paboTana B COOTBETCTBHH C:

- Koncrurynueit Poccuiickoit ®enepanumy,

- TpynoBeiMm kogexkcom Poccuiickoit @enepannu o1 30.12.2001 Ne 197-D3 ¢ yuéTtom U3MEHEHUN U TOTIOTHEHHUI;

- Hainoroseim konexcom Poccuiickoit denepannu;

- I'paxnanckum koaekcoM Poccuiickoit @enepanui;

- ®enepanbHbiM 3akoHOM Ne 152-03 “O nepcoHanbHbIX AaHHBIX 0T 27.07.2006;

- ®epepanpHbM 3aK0HOM Ne 53-@3 ot 28.03.2012r. «O BOMHCKOH 00S13aHHOCTH M BOCHHOH CITykO0e»;

- ®epepanbHbM 3aK0HOM Ne 395-1 ot 02.12.1990r. «O 6aHKax 1 6aHKOBCKOW JACATEIEHOCTI;

- ®epepanpHbIM 3aK0HOM Ne 208-D3 ot 26.12.1995 «O0 aKIIHOHEPHBIX 00IIECTBAX»

- @enepanbHbiM 3ak0HOM Ne 218-D3 ot 30.12.2004r. «O KpeAUTHBIX HCTOPHUIXY;

-  @enepanbHbiM 3akoHOM Ne 115-03 ot 07.08.2001r. «O mnpoTuBOAEHCTBUM Jeranu3anuu (OTMBIBAHHIO) JOXOJIOB,
MOJIYYEHHBIX MIPECTYIHBIM ITyTeM, U ((UHAHCUPOBAHHIO TEPPOPH3IMA;

- @enepanbabiM 3ak0HOM Ne 173-3 ot 10.12.2003r. «O BaIIOTHOM PEryJIMPOBaHUU U BAIIOTHOM KOHTPOJIEY;

- ®enepanbHbiM 3ak0HOM Ne 39-D3 ot 22.04.1996r. «O phIHKE HEHHBIX Oymary;

- @enepanbHbiM 3akoHOM Ne 177-®3 ot 23.12.2003r. «O crpaxoBaHUM BKJIAJ0B (U3MYECKUX JHI B OaHkax Poccuiickoii
denepanumny»;

- ®epepanpHbM 3aK0HOM Ne 27-03 ot 01.04.1996r. «O6 wHAMBHAYaTbHOM (NIEPCOHU(PHUIMPOBAHHOM) YYETE B CHCTEME
00513aTeTFHOT0 ICHCHOHHOTO CTPaXOBAHUAY;

- ®epepanbHBIM 3aK0HOM Ne 127-03 0126.10.2002 «O HecocTosATeTbHOCTH (0aHKPOTCTBE);

- ®@epepanpHbpM 3akoHOM Ne 149-®3 ot 27.07.2006 «O0 wmHpOpMamuy, WHPOPMAMUOHHBIX TEXHOJOTHSAX M O 3aIlUTe
HHPOPMALTII;

- TpeboBanusimu Cranmapra banka Poccum «Obecreuenne nHPOPMAIMOHHONW OE30MAaCHOCTH OpraHM3aluii OaHKOBCKOM
cucrembl Poccuiickoii @eneparmun» CTO bP UBBC-1.0-2014.

1.  TEPMMHMHBI U OITPEAEJIEHUS

[lepconanbubie gannble (IIJ{n) — m00as uHOpManMsi, OTHOCALIASCS K MPSAMO MM KOCBEHHO
OIPE/ICIICHHOMY HJIH OmpeiesisieMoMy puzudeckomy nuny (cyobekty I1/1H);

O0paboTka mepcOHAJNBHBIX JAHHBIX — JI00O€ JAeiicTBHe (omepanusi) UM COBOKYIMHOCTh AEHCTBHIM
(omeparuii), coBepIaeéMbIX € MCIOJIb30BAaHUEM CPEICTB aBTOMATH3AIMK WIM 0€3 MCIIOJIb30BaHMs TaKUX
CPEJCTB C NEPCOHAIBHBIMH JAHHBIMH, BKJII04asi cOOp, 3aluch, CUCTEMATU3AINI0, HAKOIJIEHUE, XpPaHEHHE,
yTouHeHHe (OOHOBJEHUE, W3MEHEHME), W3BJICUYEHHUE, HCIOJIb30BaHUE, Nepeaady (pacrnpocTpaHeHHe,
MpeaoCTaBlIeHne, JOCTYI), 00e3MMYMBaHue, OJOKHMpOBAHUE, ylajeHUEe, YHUUYTOKEHHE MEePCOHATBHBIX
JAaHHBIX;

Buomerpuueckne IIJIH - cBeneHus, KOTOpble XapaKTepU3YIOT (U3NOIOTMYECKHE U OHOJIOTHYECKHE
0COOEHHOCTH 4YeNoBEeKa, Ha OCHOBE KOTOPBIX MOXHO YCTAaHOBUTH €ro JIMYHOCTb M KOTOpbIE
HCIIOJIB3YIOTCS ONIEPaTOPOM Il YCTAHOBJICHHS! IMYHOCTH cyOobekTa [1/H.

2.  OBULIME MMOJOXEHUSA

2.1. Tlonutuka obecrieueHust GE30MACHOCTH NEPCOHANBHBIX NaHHBIX (nanee — [lomuTHka) ompenenser
LU U YCIOBUS 00paboTku nmepcoHabHbIX NaHHBIX cyObekToB I1/1H B [IAO AKB Vpan ®J] (nanee —
bank), a Takke onpeenser NPUHIXNBI 00ecriedeHns] 0€30IMacCHOCTH MEPCOHAIBHBIX JTAaHHBIX CYOBEKTOB
[111, npu ux oOpaboTke B M”HPOPMAIIMOHHBIX cucTeMax baHka.



3.  HEJMHA OBPABOTKH HEPCOHAJIBHBIX JIAHHBIX

3.1. bank ocymecTBisger 00paOOTKy MEpCOHANBHBIX MJAHHBIX KIMEHTOB baHka, mpeicTraBuTeneit
KJIMEeHTOB baHka, KOHTpareHTOB ((pU3MUECKUX JMI; PYKOBOJAUTENEH, pabOTHUKOB M IpeCTaBUTENIEH
IOPUINYECKUX JIUIT), paOOTHUKOB baHka, a Tak)ke MHBIX JIMII, KOTOPhIX ¢ BaHKOM CBS3BIBAIOT 1I0TOBOPHBIE
oTHomeHus (nanee — cyonrekron [1][H).

3.2. llepconanbnbie nanubie cyobpekToB I1/IH B banke oOpabaTbiBaroTcs B LENAX peanu3anuy GyHKIUH
KpPEIMTHOM OpraHu3alMd B COOTBETCTBUM C YycTaBoM baHka M 3akoHozaaTenbcTBOM Poccuiickoit
®enepauuu, B T.4.:

— mpenocraBieHus 0aHKoBckuX yciyr Knuenram banka,

— ycraHosieHue auuHocTH Knumenra banka (npentudukanus cyowbexkta I1/IH) npu 3akinroueHuH
JI0OrOBOpa Ha OKa3aHME yclyr, oka3aHus ycnyr Kinmentam banka 6e3 3akirodeHus 10roropa B
COOTBETCTBMHM ¢ YcraBoM banka, TpeOGoBanusimu  ®DenepanbHbix 3akoHOB P® u uHBIX
HOPMaTHBHO-TIPABOBBIX aKTOB;

— OCyIIecTBIEHUE CBsA3H ¢ cyObekToM [1/1H 1Mo BompocaM CBsi3aHHBIM C HCIIOJIHEHUEM JIOTOBOPOB,;

— npenocrasienue nHpopmanuu cyobrexkram I1JIH 06 ycnyrax banka;

— IIpOoBepKa KOPPEKTHOCTH cBeZieHUH npeaocTaBieHHbIX banky Kimenramu banka,

— MpUHATHUE pelleHus o npenocTaBieHun ycuyr banka cyobexkram I1/1H;

— IpOBEACHUE MEPOIPUATUI HAIIPABICHHBIX Ha 3alllUTy 3aKOHHBIX HHTEPECOB U IIpaB baHka, B T.4.
BBINOJIHEHUST TpeOOBaHUI JeicTByromero 3akoHonaatenscTBa PP, Takux kak (opmupoBaHue
JTAHHBIX O KPEITUTHON UCTOPHH U COBEPIICHNUS OAHKOBCKUX OTICPAIIHIA;

— 1oJa00p MepcoHasa U 3aMeIleHUe BAKAHTHBIX JIOJKHOCTEH.

[Tepconanbuble naHHble cyobekToB [1/lH B banke oOpabaThiBaloTCs TakXke B LENAX OpraHU3aluu
ydeTta paboTHHKOB baHka, oOecriedeHust KaapoBoro pesepa baHka, coxpaHHOCTH mMyIecTBa banka u
JAUYHOW Oe30macHOCTH pPaOOTHUKOB baHka, >(QQEKTUBHOrO BBINOJHEHHS TPYAOBBIX (QYHKLUH
paboraukamu banka.

4.  YCIOBHUS OBPABOTKU NIEPOCOHAJIBHBIX TAHHBIX

4.1. CocraB nepcoHajabHbIX JaHHbIX cyObekToB I1/[H, oOpabarbiBaeMblil bankoM, onpenensercs ucxoas
u3 TpeboBaHMI 3akoHOnarenbcTBa PD B MUHMMambHOM O0BEME, HEOOXOIUMOM JJIsi HAIJICKAIIETO
UCIIOJIHEHUS YCIIOBHHM 3aKitoueHHbIX JloroBopoB Mexy bankom u cyosekramu [1/1H.

4.2. baHK OCYIIECTBIISIET XpPaHEHUE MEPCOHAIBHBIX NaHHBIX cyObekTa [I/[H B mporecce ncnoigHEHUs
3aKJIFOYEHHBIX JOroBOpoB Mexay bankom u cyobexktamu [1/1H, a Tak ke mocie UX OKOHYAaHUS B T€UEHUE
CPOKOB OTIPEJICIICHHBIX JCHUCTBYIOIINM 3aKOHOIaTeIbCTBOM P® u cornacuem cyowsekta [1]1H.

4.3. OO0paboTka nepcoHaIbHBIX JaHHbIX cyObekTa [1/{H B banke ocyriecTBisercs pu yCIOBUH, YTO:

— cyowekt [1/1n nan cornacue banky Ha 00pabOTKy €ro mepcoHalbHbIX JAHHBIX, KPOME CIIy4aes,
YCTAHOBJICHHBIX 3aKoOHOAATeNbCTBOM Poccuiickoii dexnepanuu, Korjga Takoe Ccorjacue He
Tpedyercs;

— 00paboTka MEepCOHANBHBIX JAaHHBIX HE0oOXoauMa JJis BBINOJIHEHUS (DYHKIMH, MMOJHOMOYUN U
00s13aHHOCTEH, BO310’)KeHHBIX Ha bank 3akoHomarenscTBOM Poccuiickoii Denepanmu;

— 00paboTKa MepCOHAIbHBIX JAHHBIX OCYILECTBIISETCS B paMKaX MCIOJIHEHUS J1I0TOBOpa, CTOPOHOU
KOTOpPOT0 JMOO BBIFOJONPUOOpETATENEM WM MOPYYUTEIEM MO KOTOPOMY SIBISIETCS CYOBEKT
IT/IH, a Taxke A7 3aKIIOYEHHs JOroBopa Mo WHUIMatuBe cyowbekta I1/IH mnm morosopa, mo
KoTopoMy cyObekT I1J[H OyaeT siBisThCs BHITOAONPHOOpETAaTENeM UITU TIOPYUHUTEINEM;

— 00pa0oTka MEepCOHATBHBIX MTaHHBIX HEOOXOJuMa Ul OCYIIECTBJIECHUS TpPaB M 3aKOHHBIX
nHTepecoB baHka IpHW ycIOBHM, YTO IIPU 3TOM HE HApYLIAKOTCS NpaBa U 3aKOHHBIE MHTEPECHI
cyonexta [1/1H;

— cyosekt [1/1H nan cornacue Ha 00pabOTKY €ro NEPCOHATBHBIX JaHHBIX HEOIPAaHUUEHHOMY KPYTy
mui 1 bank o6sagaeT CBUIETENECTBOM TaKOTO COTJIACcHs;

— ocyuecTBisieTcs o0paOOoTKa MEepPCOHAJIbHBIX JAHHBIX, MOAJEKAUIUX OMYyOJUKOBAHUIO WU
00s13aTeTIbHOMY PAaCKpPBITHIO B COOTBETCTBUHU € 3aKOHO/IATENbCTBOM PD.

4.4. TpaHcrpaHu4Has mepejavya MepCOHAIBHBIX MaHHbIX cyObekTa [IJIH ocyliecTBiseTCsl TOIBKO MpU
Hanuuuu coryacus cyonexra [1J[H B nemnsix ucnosHenus noroopa mexy bankom u cyonsexkrom I1/1H.



4.5. Paccpuika MH()OPMAIIMOHHBIX MAaTEPUATIOB C LENbIO MPOABMKEHUSI OAaHKOBCKUX TOBAapOB, PaboT U
YCIIYT OCYIIECTBIISCTCS TOIBKO MpH Hanuuuu coryacusi cyonrekra [1J1a. CyonsexT I1/lH MOKeT oTKa3aTbCst
OT IOJTyYeHHs TAaKOH pacCBUIKH ITyTeM HalpaBJeHUs MUCbMEHHOTO oOpamieHus B bank Ha opuiraibHbIi
anpec banka.

4.6. baHK MOXeT MOPYYUTh OOpPabOTKY IMEpPCOHATbHBIX NaHHBIX cyObekTa II/[H Tperbemy muiy, c
KOTOPbIM bBaHK CBS3bIBAIOT JOTOBOPHBIE OTHOLIEHMS, €CIM 3TO HEOOXOOUMO MJsl JOCTHXKEHUS LEIH
YCTAHOBJICHHOM OroBOpoM ¢ cyObekToM II/[H mnm B ciiydae eciam mepegada NEpCOHANBHBIX JaHHBIX
cyowekta [IJI[H TpeTheMy iy $SBHO mpemaycMoTpeHa B coriacuu cyowekra I1/[n. Ilpu mepemaue
NEepCOHANBHBIX JaHHBIX cyObekTa [1J{n bankoM TpetheMy nmiy, B AoroBope Mexay baHnkom u TpeTbum
JMIIOM, ONPEAENSAIOTCS Leau 0O0pabOoTKM MEepPCOHAIBHBIX JaHHBIX cyObekToB II/IH, ycranaBimBaercs
0053aHHOCTh TPEThETrO0 JHUIA COOJMIOAAaTh KOH(PHUACHIHAIBHOCTH M  00ecrnednTh O0e30MacHOCTh
IEPCOHANBHBIX AaHHBIX CyObeKkTOB I1/[H B COOTBETCTBUM € AEHCTBYIOLIMM 3aKOHOATENLCTBOM PO,

4.7. Tlpu nony4eHUH NEPCOHAIBHBIX JAHHBIX OT TPETHETO JIMILA, baHK MpUHUMAET MEpBI ISl IPOBEPKU
HaJIM4Ms y TPETbel CTOPOHBI 3aKOHHBIX OCHOBaHMH JJIs IEpejaud MEepCOHAIbHBIX JAHHBIX CyObEKTOB
[11n banky, a Takxke, mpu HEOOXOIUMOCTH, yBenomisieT cyorekra I1J{H o daxre nmomyuenus bankom ero
I111 u mocnenyromieit oopadotku bankom ero I1]1H.

4.8. bank He oOpabaTheiBaeT nepcoHajbHBbIE NaHHbIEe cyObekta [1/lH 0 ero pacoBoii, HalMOHATBLHON
IPUHAAJICKHOCTH, MTOJIMTUYECKUX B3IJIAAAX, PEIIMTHO3HBIX WIH PUIOCOPCKUX YOKICHUSX, O COCTOSHUU
€ro 3/10pOBbSl U MHTUMHOM JKU3HU.

4.9. Tlocne ucreyenust cpokoB xpaHeHus [I/ln, mepconanbpHble AaHHble cyObekta [1/lH B banke
YHUUTOKAIOTCS.

4.10. Cyowexr IIJIH MoxeT oTO3BaTh CBO€ coriacue Ha o0pabotky IIJ[H myrem HampaBieHus
NUCbMEHHOTO oOpameHuss B bank Ha oduuumanbhbii angpec banka, Takke CyoOwsext I1[IH Moxer
HanpaBUTh Ha opuIMaIbHBIN agpec baHka oOpaleHue Ha 6J0KMPOBKY MK yHUuTOXeHHue [1/[H.

4.11. Obpaborka Omomerpuueckux II/IH ocymectBiusercs bankom coBmectHO ¢ [lyOnuyHBIM
aKIMOHEPHBIM OOIIECTBOM MEXAYTOPOJHOM M MEXIyHAapOAHOH anekTpuyeckoit cBa3u "Pocrenexom" -
oreparopa enuHon O6uomerpuueckorr cucremsl (EBC), Haxonmsmemycs mo aapecy: Poccums, 115172, .
Mocksa, yia. I'onuapnas, n. 30, ctp. 1 u MunucrepctBoM LHU(POBOTrO pa3BUTHS, CBSI3U U MACCOBBIX
KoMMmyHHKamii  Poccuiickoit @enepanmuu - omeparopy €IWHOW CHUCTEMBI HWACHTU(GUKAIMH U
ayrentudukanuu (ECHUA), naxonsamemycs no aapecy: Poccus, 125375, r. Mocksa, yi. TBepckas, 1. 7.

5.  OBECIIEYEHHME BE3OITACHOCTHU NEPCOHAJIBHBIX JAHHBIX

5.1. bank obecrieunBaeT 0€30MaCHOCTh 00pabaTHIBAEMBIX MEPCOHAIBHBIX JaHHBIX CcyObekToB I[I1/IH
IyTeM NPUMEHEHMs OpraHU3allMOHHBIX MEp, CIEeUUAIN3UPOBAHHBIX CPEACTB 3allUThl MH(OpMAIMHU H
BCTPOEHHBIX B UH(POPMAIIMOHHBIE CUCTEMbI MEXaHU3MOB O0OecrieueHus1 O€30MaCHOCTH.

5.2. be3onacHocTh 00pabaTeiBaeéMbIX baHKOM NEpCOHaIBHBIX JAHHBIX 00€CIIeYNBACTCS:

— Ha3HauY€HUeM JOJKHOCTHOIO JIUIAa OTBETCTBEHHOTO 33 OpraHu3aliio o0paboTKu U o0ecredeHust
0€30MacCHOCTH MEPCOHATBHBIX JaHHBIX;

— OIpeseseHrneM J0KHOCTeH paboTHUKOB baHka, KOTOpPBIM IpeAoCcTaBleH A0CTYN K 00paboTke
MIEPCOHANIBHBIX JAHHBIX;

— pa3paboOTKON BHYTPEHHUX HOPMATHUBHBIX JIOKYMEHTOB pPErjJaMEHTHPYIOIIUX IPOLECCH
00pa0OTKM TEepCOHANBHBIX JAHHBIX, O3HaKOMJIEHMEM paboTHUKOB baHka ¢ JaHHBIMU
JOKYMEHTaMH,

— KOHTpOJIEM UCIOJHEHUs] padOoTHHKaMM baHka BBINOJHEHUS BHYTPEHHUX HOPMATHUBHBIX
JIOKYMEHTOB perjlaMeHTUPYIOLINX Mpolecchl 00paboTKH MEePCOHANBHBIX JaHHBIX;

— YyIpaBlIEHUEM JOCTYNoM paOOTHMKOB baHka B COOTBETCTBMM C TNPHHLUUIOM MHUHUMAIbHO
HE0OXOIMMBIX MOJIHOMOYHH, K EPCOHAIbHBIM JaHHBIM, 00padaThIBa€MbIM B MHPOPMAIIMOHHBIX
CHUCTEMAX (aBTOMaTU3MPOBAHHAA 00paboTka) u Ha OyMa>KHBIX HOCHTEIISX
(HeaBTOMAaTH3UpPOBaHHAsA 00PabOTKA);

— peructpaluu AeMCTBHI MOJb30BaTeleld MHPOPMAIMOHHBIX cucTeM baHka ¢ mepcoHaIbHBIMU
JAHHBIMU, XpaHALIUMHCA B UH(OPMAIIMOHHBIX cucTeMax baHka;

— YOpaBlieHUS [JOCTYIOM TOJjb30BaTesneld HMH(DOPMALMOHHBIX CUCTEM baHka K CheMHBIM
HOCHUTESIM HH(OpPMAIMK, YCTPOWCTBaM BBOJA/BBIBO/IA, INIOOATBHON CETH OOIIEro JoCTyma
WHTepHeT B COOTBETCTBUM C NPUHIMIIOM MHHHMAJIbHO HEOOXOJUMBIX MOJHOMOYMM Jist
BBITIOJTHEHUS IOJKHOCTHBIX 00s13aHHOCTEH;



— TMPUMEHEHHUS CPEACTB AHTUBUPYCHOW 3amUThl B WH(MOPMAIMOHHBIX CHUCTeMaxX baHka W Ha
pabounx Mectax paboraukoB banka, umeromux nocryn k I1/1H;

— TPOBEACHUS MEPONPHUATHIA 10 00YUEHHIO, TIOBBIIIICHHIO OCBEAOMIICHHOCTH pa0OTHUKOB baHka B
obnactu obecrieueHUsT WHOOPMAMOHHONW O€30MacHOCTH W obOecredeHus] 0e30MacHOCTH TPU
00paboTKe epPCOHATBHBIX JAHHBIX;

— obecnieueHreM (QHU3NUECKON 0e30macHOCTH OOBEKTOB HMH(POPMAMOHHONW HHMPACTPYKTYPHI
banka;

— TNpPUMEHEHHWEM CIICIUAIM3UPOBAHHBIX CPEJCTB JUIS 3alllUThl TIepelaBacMoi  HWHGOpPMAIIHH,
CoJIep Kallel TepCOHANBHBIC JTaHHBIE, B TOM YHWCIIe MH(pOBaHUE NepeaaBacMoil HHPOpMaIuu
COZIEpIKAILIEN IEPCOHAIBHBIE JaHHBIC.

6. 3AK/IIOYUTEJIbHBIE NOJIOKEHUS

6.1. Hacrosmas [lonmuTrka BcTymaeT B CHIIy C MOMEHTA €€ YTBEP)KICHUS U ICHCTBYET OeCCpOUHO.

6.2. Hactosamas [lonuTuka siBisieTcs 00s13aTeNIbHOM /17151 CTIOHEHUS BceMu paboTHHKaMu baHka.

6.3. KouTposp Hajiexamero UCrnojHeHus TpeboBaHuii Hactosmeid [lonuTHKN Bo3iaraeTcs Ha JIHIIO,
Ha3HAYCHHOE OTBETCTBEHHBIM B baHke 3a o6padoTky I1/1H.

6.4. Hacrosmas [lonmuTrka MOATIEKUT BHEIUIAHOBOMY IIEPECMOTPY B Cllydasix u3meneHus: degepanbHbIx
3aK0HOB P® miy MHBIX HOPMATUBHBIX JOKYMEHTOB, PEryJIHPYIONIMX BOIPOCHl 00pabOTKH U 0OecTieyeHHs
0€30MacHOCTH IEPCOHATBHBIX JTAHHBIX.



